Disputed

Strengthening Links in the
Evidential Chain
‘Blockchain’ is by far THE word in technology that is at over-saturation in the press
at the moment, as are associated hype terms such as, ‘crypto-currencies’, ‘immutable
distributed ledger’, ‘FinTech’ and ‘chain of ownership’.
Despite the hype, blockchain technology really does have
the ability to disrupt financial markets, our concept of
ownership, and permit almost undisputable levels of trust
between unrelated parties.
Blockchain is the technological innovation that makes it
possible for digital, or ‘crypto’, currencies such as Bitcoin
to thrive, both on the internet and in the real world. We
previously covered the basics of Bitcoin and blockchain
earlier this year1.
From the incredible volume of discussion and articles that
have spun out from the rise of crypto-currencies over the
past two years it is clear that the underlying blockchain has
developed into a mainstream technology. However, it is not
just these new digital currencies that benefit from blockchain.
Processes or activities that rely on a verifiable and accessible
ledger can also potentially benefit from blockchain.
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Such technologies are already being used to verify the
authenticity of high value or precious “real” goods such as
diamonds, and to safeguard the ethical trade of materials
and products that might otherwise suffer from an “opaque
supply chain”2. For increasingly diversified and multinational organisations, the risk of exposure to goods and
services acquired through bribery, theft or fraud presents
our clients with an enormous social, regulatory and brand
risk. Blockchain technologies allow them to quantify trust
and transparency with their supply chain.

Closer to home, those charged with handling evidence
for courts and tribunals know that it is critical that we
are able to demonstrate transparently the provenance,
authenticity and integrity of the evidence that is relied
upon in the proceedings in order for experts to formulate
opinions and a jury to reach a verdict.
The traditionally accepted method for demonstrating ‘chain
of custody’ (the ‘story’ of an item from scene of crime to Court
room) involves a combination of paper documents, labelling,
bagging, and movement/storage logs. Essentially, these are
detailed receipts that describe and uniquely label items, such
as a laptops or hard drives, along with a custodian signature
for each movement of the item from the origination point.
Doing this one hundred times at 5am during a dawn raid is a
challenge for all parties involved!
It is a common practise in legal disputes to attack an
exhibit’s ‘chain of custody’ and highlight any mistakes or
unknowns in the collection or handling process in order to
discredit evidence and the credibility of opposing experts. By
doing this, doubt can be cast on the authenticity and integrity
of the evidential source being put before the court. I’ve been
accused of planting a hard drive of unknown evidence at a
victim’s very stately home. Even though the hard drive was
found to belong to his daughter and contain photos of him
and his family, it was only his own signature on the evidence
receipt that truly satisfied him!
Blockchain technology is perfectly poised to allow us
to track and audit information and evidence with greater
accuracy and transparency than has ever been possible before.
In practical terms this is achieved by generating and tracking
a unique evidence token for every item of data we collect and
receive – stored and auditable in our own private blockchain.

Incorporating these fingerprints into our private
blockchain can provide us with an evidence log that can
be distributed across a network of trusted sites. And more
importantly, any efforts to fabricate, alter, or post-date
entries would be almost impossible and fully auditable.
Technologies such as blockchain can significantly
strengthen the credibility of forensic practise areas that
are still anachronistically focused on paper based logs and
handwritten notes. Introducing distributed, auditable and
indelible ledger technologies will allow us to communicate
to our clients a level of transparency and trust in our
processes that has never been possible before, and even
present the opportunity for us to consult and sell those very
same services to them. Long live the very long blockchain!
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