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The EU’s General Data Protection Regulation ((EU) 2016/679) 
(the ‘GDPR’) will be directly applicable in all EU member 
states with effect from 25 May 2018. This Regulation is aimed 
at homogenising Data Protection approaches across the EU, 
and the UK government has confirmed implementation of the 
GDPR will continue despite departure from the  
European Union. 
Our earlier note on the GDPR (‘The best safety lies in fear’- 
February 2016) considers the detail of the Regulation, but 
briefly, it will replace the UK Data Protection Act 1998 and 
strengthen the rights of individuals who are subject to 
processing of their data. Great focus has been placed on 
the dramatic changes made to the sanction regime for data 
protection breaches: the GDPR now includes a range of 
penalties of up to 20,000,000 EUR or 4% of worldwide turnover, 
whichever is the higher, for serious data protection breaches. 
This note focuses instead on the mandatory breach notification 
environment in the telecommunications sector.
Historically there has been no mandatory requirement under 
the Data Protection Act for most security breaches which 
have caused loss of personal data. The GDPR imposes much 
stricter obligations on data controllers and will require them 
to notify the national Data Protection Authority (in the UK, 
the Information Commissioner’s Office) of all data breaches 
without undue delay. Generally, and where feasible, this 
should be within 72 hours.
Investigating a data incident is a challenging exercise at 
the best of times, and 72 hours is a very limited window 
within which to gain a sense of circumstances, particularly 
during a crisis scenario where every minute counts. The 
sophistication of cyber criminals increases daily, and 
financially motivated and organised hackers may be using a 
combination of tried and tested techniques, and ‘zero day’, 

Telcos need to be prepared if they are to meet response times to data breaches 
required by the GDPR and the PECR

or previously unseen vulnerabilities, to attack infrastructure 
and access and ‘exfilitrate’ data. 
Effective cyber security will help eliminate or reduce the 
risk of these attacks, and good preparation and efficient 
incident response handling is critical to establishing 
‘appropriate technical and organisational measures’ to 
respond to a cyber attack.
A cyber security team will use the first 48 hours of a data 
breach to establish the circumstances of what data has 
been impacted, the lateral movement of the attackers across 
the organisation and to assess the risk of exfiltration of data 
or assets such as intellectual property or the movements of 
funds to the attackers. Appropriate preparation can reduce 
these time windows and improve your responsiveness, but 
formality, legal risk, public and regulatory scrutiny, and 
the need for a thorough investigation mandates a careful, 
although prompt response.
For the telecommunications industry, 48 hours is a luxury! 
The Privacy and Electronic Communications (EC Directive) 
Regulations 2003 (SI 2003/2426) (as amended several 
times) requires electronic service providers such as a 
telecommunications operator or internet service provider 
to notify the ICO of any breach of personal data within 24 
hours of becoming aware it. Where the data breach is likely 
to adversely affect subscribers or users, the service provider 
additionally must notify them without undue delay.



Here a personal data breach is defined as:
‘a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or 
access to, personal data transmitted, stored or otherwise 
processed in connection with the provision of a public 
electronic communications service’.
Although fines for failure to submit a breach notification 
are small, at £1,000, reputational harm flowing from an 
investigation by the ICO in circumstances where there has 
been failure to report may be significantly more damaging.
The ICO notification should include ‘full details of the 
incident, the number of individuals affected and its possible 
effect on them, the measures taken to mitigate those effects, 
and information about your notification to customers.’
It is highly optimistic to expect such a fulsome analysis of the 
data breach within even 72 hours, and 24 hours provides for 
only a scant reckoning of the circumstances and proposed 
mitigation strategies. However, as with most data protection 
legislation, both pre- and post-Brexit, the various overlapping 
regimes seek to protect our interests as customers,  
and those of the victims of these lapses in security and  
data governance. 
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Both consumers and service providers can take steps to 
mitigate against the loss or exploitation of their systems and 
our data, and reduce the time window required to respond. 
Preparation is key, and the clocks are ticking! 


