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Organisations depend on the commitment and skillset of their 
people. In many ways they are the most valuable asset an 
organisation has, and they are essential to future business 
success. People risk is therefore a critical area to audit, but a 
complex one which is at the heart of business behaviours  
and decision making processes.

A traditional people audit focuses on the HR 
function. More specifically the design and operating 
effectiveness of systems and administrative processes, 
such as payroll. However, the responsibility for many 
modern people risks fall under both business and 
people functions. As such, audits in these areas should 
be both strategic and holistic in their nature. 
We work with a wide range of clients, across all sectors and are 
experienced in identifying and mitigating people risks. From 
this broad experience, we would identify the ‘Top Five’ current 
people risk areas to be:

People risk is a term which goes beyond risks found within 
the traditional HR function and to the heart of a sustainable 
business. Many successful organisations view their people as 
their competitive advantage. This is reflected in the competitive 
war on talent, recognised by CEOs the world over. To maximise 
this advantage, organisations must have an innovative 
people strategy to govern all aspects of people management 
effectively. It must also be mindful of, and duly reactive to, the 
external legal and regulatory environment.

Our clients recognise this shift in people risk management 
and are changing their approach accordingly. Most modern 
organisations now increasingly manage functional risks 
through automated processes and self service. This allows 
people functions time to look beyond functional risks towards 
more holistic and strategic people management. In terms of 
audit and risk assessment, this is an important and positive 
change, as significantly more risks lie across the organisation 
than within the function. 

“People are not machines that can be programmed 
to do the same thing every time, and even the most 
trustworthy individuals sometimes get tired, sloppy, 
overconfident, over-trusting, suspicious, worried, 
frightened, angry, resentful, vindictive and a myriad 
of emotions in between. Some people make decisions 
that are illegal, causing losses to the firms in the form 
of theft and fraud; others may indulge in unethical 
acts which can cause loss to the reputation of their 
firms and fines by regulators. These are all potential 
causes and examples of people risk.”

Blacker and McConnell, ‘People Risk Management’

Increasing our understanding 
of people risk

Future workforce needs

Key talent retention and development

Legal and reputation

People function transformation and systems

Conduct, behaviour and engagement
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“Effective HR professionals facilitate the creation 
and deployment of strategy. They help turn 
strategic choices into stories that resonate with key 
stakeholders. They turn the strategic directions into 
actions by aligning HR practices and leadership 
behaviours with the strategy.”

David Ulrich, ‘HR from the Outside In: Six Competencies for 
the Future of Human Resources’

So what is different about people risk? 
People risks are unique from other business risks because of 
the complexities surrounding human behaviours, cultures, 
demographics and values. These complexities create a degree 
of unpredictability in terms of anticipating, planning for and 
mitigating risk. 

Long term business goals must be supported by an aligned 
holistic people strategy, which should be delivered using all of 
the tools and components of people management. This needs 
robust system and administrative controls, both within the 
function and across the business.

An effective strategy should also look to future organisational 
needs and cover macro issues such as structure, quality, values 
and culture. It should consider the need to both maximise 
opportunities for organisational success, while minimising 
future risk. As with any area of risk, people management 
is made of many components. Within the risk assessment 
process, internal audit should consider the legal, reputational 
and business risks which are inherent within each component 
of people management, as outlined below.

The management of people risk is the responsibility of both 
the function and the business, to varying degrees. Historically 
the administration of people management sat in HR, but it has 
increasingly transitioned to people managers and employees 
themselves with the advent of self-service. Controls need to be 
equally as strong and effective under the new model. 

While strategy was traditionally the territory of the business, 
people functions increasingly work in partnership to develop 
people policies and strategies, adding value to the wider 
business and supporting future development plans.

Components
of people

management

Ownership
Business People function
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People risk for the 
future business
Organisations are increasingly aware of the risk of skills or 
behavioural gaps both today and in the future, which can 
arise through a changing business landscape or movement 
of key roles and individuals.
As the business changes over time, so too will their needs around 
its workforce. Organisations must ensure they continue to have 
the right skillsets to meet their evolving business needs. They 
should identify any capability gaps today, and those likely to 
surface over the medium to long term. They should also consider 
how those skills will be developed and nurtured. 

Talent development is a long term issue which is vital to an 
organisation’s future success and growth. As such, it is essential 
that the talent strategy, together with other people management 
strategies such as resourcing and learning, are kept up to date 
and are in line with any external or strategic changes. 

When embedding the people strategy, strong leadership and tone 
from the top is vital, influencing people to achieve a common goal. 
Organisations should consider both current and future leadership 
needs and individual competencies should be mapped, with any 
gaps highlighted for further development. 

As a key risk to the future of the business, internal audit needs to 
ensure that strong plans are in place and are being well managed 
by both the business and the people function. 

The Chartered Institute of Personnel and 
Development (CIPD) identify five levels of 
maturity in organisational talent management:
1 No talent management strategies or formally 

developed practices
2 Isolated/tactical local pockets of talent 

management activities
3 Integrated and co-ordinated talent management 

for particular segments of the organisation
4 Talent management strategies designed to deliver 

corporate and HR management strategies
5 Talent management strategy informs and is 

informed by corporate strategy 

Source: CIPD, ‘Talent Management: Understanding the Dimensions’

Key considerations for audit

Internal audit should consider the alignment of 
the people strategy to the business strategy, 
and the degree to which it supports wider 
organisational goals. Particular areas of focus 
for inclusion in risk assessment include:

• preparing for the workforce of tomorrow

• the role and capability of the line manager

• workforce demographics

• organisational design and structure

• current turnover trends by job family  
and job role

• leadership development and  
succession planning

• performance management

• reward and recognition

• retention 

Whilst the people function may assist in 
the above, the ownership and successful 
management of these factors remains with the 
business. Constant alignment with the business 
strategy needs to be maintained.

Our client, a leading global engineering and defence 
company, had concerns about talent management and 
succession planning across its engineering division. 
Our audit looked at the various approaches to talent 
management across sub-divisions and the strength 
and currency of succession plans over the short and 
long term. We added value by highlighting gaps and 
differences in approach across both business lines and 
geographies, as well as areas of opportunity in the 
practice of strategic workforce planning.

Case study
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Risk within the 
people function
The people function typically contains around 1-2% of 
the total workforce. However, the impact of a people 
function can be felt across the entire organisation. 
When well managed, it can provide a significant 
competitive advantage.
Audits of the people function may be very broad in their 
scope, or focus on specific activities. We typically find that 
organisations new to auditing the people function value 
a holistic approach. This helps to identify gaps in policy, 
legislation, systems or other areas. It may also help to prioritise 
key activities and bridge gaps in practice. 

The use of technology such as Computer Aided Audit 
Techniques (CAATs), improves efficiency and allows for 
improved operational insights. For example, payroll audits that 
used to take weeks to audit a sample are now performed on the 
total population in a fraction of the time.

The efficiencies gained in HR audits through the use of CAATs 
allow for wider coverage of people risks. When reviewing the 
function we expect to see strong controls over joiners, leavers, 
payroll and changes to salary and benefits in particular. We 
would also review more complex areas, such as global mobility 
and employee and industrial relations, where enhanced 
controls and technical knowledge are needed. 

Over the past few years cloud technologies have been 
revolutionising the people function and often go hand in hand 
with HR transformations. During this period of transition, 
it is important to fully understand the risks inherent with 
both legacy and future systems. In times of people function 
transformation it is important to audit the intent, progress 
and trajectory of such programmes to ensure that risks are 
understood and mitigated.

Whether you are looking at a simple system change, or a wider 
cultural organisational transformation, we have the skills and 
capabilities to assist.

Key considerations for audit

The role of the people function needs to 
manage the full spectrum of people risk. Using 
tools such as predictive analytics and complex 
psychological models, it should generate the 
right workforce, in the right place with the 
necessary skills and motivation to drive  
future success.

Particular areas of focus include:

• People Strategy

• Employee Value Proposition

• support models and the role of the business 
partner and outsource providers

• systems, processes and policies

• payroll

People functions increasingly leverage 
technology to generate efficiencies. This frees 
more time to manage strategic elements of 
people risk. 

An organisation in the construction sector 
wanted to understand areas of people risk 
together with gaps in best practice in their 
people function. The function was undergoing 
significant change at the time. Rather than 
focus on one particular component, we 
performed a review of the overall function. 
This allowed the HR department to prioritise 
activities around risks which were previously 
not identified. 

Case study
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People based legal risks

Compliance with employment legislation is necessary 
and can be a challenge, particularly for multi-national 
organisations aiming to operate consistent policies across 
their jurisdictions, but also through emerging legislation in 
the UK. 
The HR function manages many legal risks covering employment 
law, equalities legislation, disciplinaries, grievances and 
organisational restructuring. It also often oversees the application 
of emerging legislation such as modern slavery and gender pay 
reporting. New legislation emerges all the time, and Brexit may 
bring more changes as many UK employment laws emanate  
from Europe. 

When an organisation undergoes reorganisation and 
restructuring, up to and including mergers and acquisitions, there 
is a requirement to either consult or negotiate – or a mix of both. 
The people function must ensure contractual requirements are 
met and appropriate timescales of notice given. Unfair dismissal 
rules still apply in redundancy, and if individual and collective 
consultation is not undertaken properly, it can lead to millions  
of pounds in additional redundancy and notice pay.

Meeting equalities legislation may also be challenging – 
organisational policies may be compliant, but tribunals also 
expect individual leaders to behave appropriately. In many  
cases, we know what begins as office humour can result in  
a tribunal case for discrimination with uncapped fines.

In many organisations the operational, reputational and legal 
management of unions and other employee representative groups 
is also critical. The risks surrounding these need to be properly 
taken into account in risk assessment. 

Key considerations for audit

Internal audit plans should consider both 
operational compliance but also financial, 
reputational and strategic risk:

Areas to look at include:

• Modern slavery act: If the company fails 
to provide a slavery and human trafficking 
statement. Internal audit need to consider 
both the accuracy of the statement together 
with any resulting action plans, ensuring  
that both any legal and reputational risks 
are controlled

• Gender pay gap reporting: This now applies 
to all businesses with 250 employees or 
more. Internal audit should examine the 
data, commentary and action plans. Areas 
such as these are currently high profile and 
legal and reputational risk should both  
be mitigated

• The risks in industrial relations extend 
beyond tribunal and financial risk and into 
reputational, operational and even in the 
worst cases, strategic risk

Maximum, median and average 
awards for unfair dismissal and 
discrimination 2015/16

Maximum 
award

Median 
award

Average 
award

 Unfair dismissal  £470,865  £7,332  £13,851

 Sex discrimination  £1,762,130  £13,500  £85,622

 Race discrimination  £43,735  £13,760  £14,185

 Disability discrimination  £257,127  £11,309  £21,729

 Age discrimination  £16,263  £8,417  £9,025

 Religious discrimination  £45,490  £16,174  £19,647

 Sexual orientation  £20,192  £20,192  £20,192

Our client, a leading global information 
company wanted to check their employment 
policies across the UK, US and Brazil. We 
reviewed their policies against local legislation 
for compliance in the first instance and 
consistency in the second. We then added 
value by helping our client find further 
possibilities for consistency across the 
geographical boundaries. 

Case study
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Our innovative approach to a people based audit means we begin with 
both business and and people strategies, and work with you to undertake a 
risk assessment to ensure the scope of the audit is focused effectively. Your 
organisation may be unionised or not, be geographically distributed or in 
one place, it may have specific health and safety or regulatory demands, or 
it may have a transitory workforce with high turnover and short contracts. 
Whatever your key risks in this area, we will help scope the right audit for you. 



How we can help?

We will take the time to get to know your business and truly understand your unique people risks. Our experts will apply CAATs as 
an integral part of our value adding approach to assess traditional elements of the HR function. Our subject matter experts will 
supplement each audit with detailed knowledge of areas such as legislation, future business needs and staff development. These 
factors run beyond the HR function and support growth across every tier of the business. 

Our value adding approach supports the following key areas:

• How an organisation retains and develops talent
• How future workforce needs are assessed and developed
• How the people function is transformed and efficiencies may be created
• How existing conduct, culture and engagement affect the business

Grant Thornton is one of the world’s leading organisations of independent advisory, tax and assurance firms. We help dynamic 
organisations unlock their potential for growth by providing meaningful, forward looking advice. Our underlying purpose is to 
build a vibrant economy, based on trust and integrity in markets, sustainable growth in dynamic businesses and communities 
where businesses and people thrive.

Our dedicated People and Culture team can provide audit  
and advisory services around your people function and across  
the business. We are focused on delivering a bespoke service, to 
reflect the risks inherent in your organisation.  
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