
Getting to grips with 
Operational Resilience

Disruptions happen – what are you going to do about them?



Operational risk analyses and defines  
an organisation’s non-financial risks.

Operational resilience defines  
an organisation’s approach to managing 
these risks. 
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Why does Operational 
Resilience matter?

These disruptions are sometimes followed by significant fines and penalties for an 
organisation – in addition to personal liability for senior management. The European 
Union, FCA, PRA and the Bank of England recognise this, and are asking financial services 
organisations to review operational risk from the perspective of their key services – focusing 
on the degree to which disruption can cause financial harm. Operational Resilience is 
the outcome of effective operational risk management processes and it may require a 
fundamental rethink of an organisation’s holistic approach to operational risk.

Operational risk is an integral part of any risk management framework, and is addressed in 
multiple regulatory requirements including Operational Continuity in Resolution, Business 
Continuity, ICAAPs, ILAAPs, Wind Down Plans, Recovery and Resolution Plans. The Senior 
Managers and Certification Regime (via SMF24, Chief of Operations role) plays a significant 
role in a number of these activities. 

Operational Resilience forms the umbrella under which these activities sit and defines how 
organisations review their ability to withstand critical function disruptions. This may require 
prioritising change initiatives around how they affect resilience, as opposed to a cost 
prioritisation. 

Taking a practical and proportionate approach, the regulators accept that some degree of 
disruption will happen. What’s important is:
• having the resilience to get key services back up and running without causing financial harm
• working with a pre-defined tolerance level, beyond which harm would be likely to occur, 

which aligns to the firm’s broader risk appetite
• conducting robust scenario testing, using extreme but plausible scenarios to assess how a 

firm can stay within set tolerance levels and to identify interdependencies between different 
service lines.

Operational Resilience is not about re-inventing the wheel, but asking the financial sector to 
approach operational risk from another angle. But there’s a lot of work to be done. Designing 
and implementing an effective programme will involve significant senior resources and it will not 
be easy. Rethinking some basic assumptions means reconsidering some strategic elements of 
the business, reworking some processes and re-assessing the impact of change programmes 
within an organisation.

As financial services continue to embrace 
digital transformation, we see ever-increasing 
news reports of service interruptions and 
outages. Downtime may simply be an 
inconvenience for some, but severe disruption 
to key financial services can cause serious 
financial harm to consumers, markets and 
potentially the wider economy.

Paul Young
Managing Director 
Finance, Risk and Compliance
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What makes an organisation 
operational resilient?
All business outages are an inconvenience for customers, and it 
may have a knock-on impact on business performance. When a 
financial firm has an outage, it can seriously affect consumers, 
financial markets or the economy as a whole. With this in 
mind, the regulators have taken an increased interest in the 
Operational Resilience of organisations, taking steps to limit the 
amount of time their services are unavailable.

What is Operational Resilience?
Simplistically, operational risk defines the non-financial risks 
an organisation may face. Operational Resilience refers to 
the collective steps an organisation takes to address these 
risks to minimise impact and disruption. The Bank of England, 
PRA and FCA issued a joint discussion paper in July 2018, 
exploring means of improving Operational Resilience and 
reducing the impact of these risk types. The paper defines 
Operational Resilience as “the ability of firms, FMIs and the 
sector as a whole to prevent, respond to, recover and learn 
from operational disruptions”. 

From a supervisory standpoint, an operational risk framework 
considers the degree to which a service outage from a 
financial firm can negatively impact consumers or the 
economy as whole. As such, the regulators are asking these 
organisations to assume that operational disruptions will 
occur and asking them to make adequate contingency plans. 
In essence, these are Operational Resilience plans.

Cyber security and IT disruption are key areas of interest 
for the regulators – but they are not the only potential 
areas of risk. Other threats may include climate change or 
environmental factors, such as floods, natural disasters, 
terrorist attacks, or issues around physical access to premises. 
It’s about reducing disruption to key services regardless of the 
reason. Recent high profile outages have drawn the attention 
of the regulators and highlighted the need for supervisory 
intervention.

Combining risk management 
approaches to develop resilience
There’s a heavy overlap with business continuity planning, but 
the focus is slightly different. Business continuity and business 
resilience aim to keep the firm itself afloat and minimise 
disruption from adverse conditions. 

Operational Resilience is different because the survival of 
the firm itself is not the priority – the key financial services it 
delivers are.

Similarly, regulatory wind-down frameworks such as OCIR 
or recovery planning for example, address underlying risks. 
If these approaches are properly applied, the organisation 
should be operationally resilient. 
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 Indentify
the most important business services and 
how much disruption could be tolerated, 
under what circumstances

Map
the systems and processes that support 
these business services

Assess
how the failure of an individual system or 
process could impact the business service

Test
using scenarios and by learning from 
experience, that resilience meets the firm’s 
tolerance

Invest
in ability to respond and recover from 
disruptions through having appropriate 
systems, oversight and training

Communicate
timely information to internal stakeholders, 
supervisory authorities, customers, 
counterparties and other market participants

Source: Discussion Paper, ‘Building the UK financial sector’s Operational Resilience’, July 
2018; Bank of England DP01/18, Prudential Regulation Authority (PRA) DP01/18 and Financial 
Conduct Authority (FCA) DP18/04

What do regulators want you 
to do about it?
Working on the assumption that service disruptions will happen, 
regulators are asking organisations to consider how they will 
protect the key services on which consumers and the wider 
economy rely.

But what does this mean in practice?
First off, organisatons must identify which services are ‘key’ for 
consumers, clients or the wider economy. In short, this means 
those with the potential to cause harm in the case of serious 
disruption. Taking the approach that disruptions to these key 
services will happen, organisations should set (and aim to 
work within) tolerance levels for these disruptions, beyond 
which there is the potential for serious harm.

Once these key services have been 
identified, organisations must:
• Map out the supporting processes and assess how 

to manage each one to prevent the firm exceeding its 
tolerance(s) for disruption. This requires extensive continuity 
and contingency planning in preparation for a service 
outage, including looking at potential system or process 
substitutions to minimise disruption. 

• Consider the role of outsourced providers, paying particular 
attention to IT services and concentration risk. There are 
often a limited number of organisations delivering certain IT 
services, so an outage could have a significant impact on 
key services and the potential for substitution.

• Assess interdependencies between service lines and review 
how they affect critical services – with consideration as to 
how they can cause disruptions for other organisations.

• Undertake internal scenario testing to review how 
Operational Resilience plans work in practice. These 
should be focused around severe, but plausible scenarios. 
Supervisory bodies may also conduct their own tests, 
depending on the scale of the firm and the number of key 
services offered. 

• Review and update the Operational Resilience framework 
on an ongoing basis, taking steps to identify and mitigate 
emerging risks on an ongoing basis. Results of the testing 
and any outages should be factored in and used for 
ongoing improvement purposes.

• Reduce the recovery time following a service outage, 
making sure there is appropriate training and oversight, and 
the right processes and systems are prioritised to reduce 
disruption moving forward. 

• Establish meaningful and timely communication – both 
internal and external – to help manage stakeholder 
expectation and allow them to make informed decisions.

Organisations should consider the following issues:



The diagram below demonstrates how critical services can be mapped to establish and test tolerance levels:
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Determining and testing 
impact tolerance 
The concept of impact tolerance is integral to implementing 
effective Operational Resilience. Regulators recognise that 
outages will occur, and they are not trying to enforce zero 
tolerance in any way. 

One of the key reasons for setting an impact tolerance 
is to make operational disruption measurable, allowing 
organisations to establish a point beyond which disruption 
can cause financial harm. This can help organisations 
prioritise investments, projects and resourcing, driven by 
tolerance metrics for key services. It also offers organisations 
benchmarks of success for both internal resilience testing and 
external supervisory led testing. 

Organisations should:

• Develop an impact tolerance as a means of measuring the 
disruption itself

• Establish metrics to measure the duration of the outage, the 
number of customers affected, the severity of a data breach 
or the number of outages within a set timeframe, amongst 
others. There may be instances where organisations and the 
regulators will have different outlooks on where the impact 
tolerance should be set, and this may be a challenge for 
some organisations.

Scenario testing
Scenarios must be extreme, but plausible, and they should identify how severe a disruption a firm can withstand, while 
remaining within its impact tolerance. Regulators are also interested in instances where an impact tolerance could not be 
met, and why.

As with any kind of stress testing, generating scenarios will require significant, senior engagement from across the 
organisation, drawing on expertise across technology, risk, business, data and outsourced services. Testing should take a 
collaborative and comprehensive approach, in order to develop meaningful insights. 



Who does Operational Resilience 
apply to?
PRA and FCA regulated firms:

• UK banks
• Building societies
• Credit unions
• Insurers
• Overseas UK deposit takers with PRA regulated activity 

permissions
• PRA regulated investment firms
• FCA authorised and recognised entities 

Financial Market Infrastructure (FMIs) supervised by 
the Bank of England

• Recognised payment systems
• Specified service providers
• Central securities depositories and central 

counterparties

How to govern Operational 
Resilience?
No regulatory framework can be applied in isolation and it is 
important to implement Operational Resilience holistically, taking 
into account other regulatory approaches and interactions. 
Expectations around Operational Resilience must be set at a 
senior level and be culturally embedded from the top down, in 
order to support a joined up approach across the firm.

The SM&CR introduced the role of SMF24, Chief of Operations 
reflecting the growing need for operational supervision – 
and importantly, accountability. Building on prescribed 
responsibilities for recovery planning and resolution packs, 
the same senior manager must be accountable for resolution 
assessments. This is important for operational resilience, as 
keeping critical service lines running is a key component of 
resolution planning. 

The PRA is also introducing new requirements around resolution 
and it is asking organisations to “undertake realistic assessments 
of their preparations for resolution and submit reports of their 
assessments to the PRA”. The report must include identified risks 
to resolution and detail measures to mitigate them – which will 
include operational resilience plans. From 2020, this report must 
be completed every two years and public summaries must be 
available from 2021. 

As organisations design and implement their operational 
resilience plans, senior management input will be integral to 

help identify, map and reorganise systems and processes. 
Mapping end-to-end processes for each key service will require 
significant oversight, with clearly delineated responsibility and 
accountability at every stage. 

Senior sponsorship is essential
Getting the Board up to speed on Operational Resilience should 
be a top priority. This may require a degree of training, and 
adequate MI needs to be established as soon as possible to help 
track progress. As Operational Resilience looks at the bigger 
picture, it may naturally align with the outlook of the Board and 
they can be vital in helping to culturally embed the regulation 
across the organisation.

But reporting at a supervisory level may also be a challenge, 
and self assessment regarding the success of scenario testing 
is a key element of Operational Resilience, which will be covered 
under resolution plans and a public statement to keep the wider 
public informed.
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What about the tech 
element?
A key driver in Operational Resilience is the push towards digital 
innovation. As FinTechs continue to emerge, offering innovative 
alternatives to age old financial services, the landscape is 
becoming increasingly competitive. But some organisations may 
find it difficult to keep pace.

Long established organisations often struggle to develop 
comparable services with legacy IT architecture, which 
was not designed with digital services in mind. Others rely 
on outsourced IT services, where there are often just a few 
specialist providers, increasing third party concentration risk.

As new regulations are introduced, financial organisations 
evolve to accommodate the changes which often require a 
degree of IT transformation, leaving many organisations in 
a constant state of flux. This can leave organisations more 
vulnerable and less able to respond to a disruptive incident.

Operational Resilience isn’t directly about cyber or IT, but the 
associated risks in this area must be adequately managed 
in order to stay within agreed tolerance levels in the event 
of disruption. To test this, organisations will be specifically 
expected to conduct cyber stress tests as part of their 
scenario testing.

In terms of cyber security, organisations should think about 
three main areas:

• the G-7’s Cyber Expert Group Fundamental Elements 
publications detailing essential building blocks for the 
financial sector

• the use of CBEST threat-led penetration testing

• cyber resilience and continuity planning.

Substitution of systems
Where possible, organisations should plan for IT substitutions to support Operational Resilience. This may include 
provisions for alternative IT service providers, or transferring some processes to other hardware or software systems. 
Substitution has the potential to be costly and it will require significant resourcing to plan and implement it. 

This is of particular relevance as organisations become more dependent on bespoke FinTech applications. 
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What should 
you be 

thinking 
about?

Management and governance
The board must prioritise Operational Resilience and make sure 
there are enough skilled resources to implement it. Roles and 
responsibilities must be clearly defined, under the SM&CR

Business continuity and contingency planning
Organisations must prepare for the worst, with business continuity 
and contingency plans in place for service disruptions, both within 
and beyond the agreed tolerance level, to reduce the overall impact. 

Risk management
The risk management framework for 
Operational Resilience should consider 
a broad, and serious, range of threats 
including terrorism, cyber attacks, natural 
disaster and pandemics, for example. 

Internal controls
Organisations must have an effective 
control framework to prioritise Operational 
Resilience processes, with clear oversight 
and escalation routes

Communication plans
Prompt and meaningful communications 
should be given to those affected, 
consumers, regulators and the press. 

Outsourcing and critical services 
providers
Third party risks, including critical service 
providers, should be a key consideration. 
From a regulatory standpoint, all 
outsourced services should meet the same 
standards as those delivered internally.

What should you be thinking 
about?
Essentially, Operational Resilience is the outcome of an effective 
operational risk management framework. It overlaps with a 
number of different regulations and it’s important to understand 
how supervisory bodies are asking financial organisations to go 
beyond what they are currently doing. 

Key challenges
• How do you measure success and demonstrate 

compliance?

• How do you achieve compliance across multiple 
jurisdictions? What capabilities would add value in 
ensuring improved client service?

• How can you avoid or mitigate operational incidents 
that can cause reputational damage?

• How do you define and map services in line with 
regulatory requirements?

• How do you map functions to key services? It may be 
challenging to assess the impact of a disruption on 
consumers.

• How can you measure or assess the potential impact on 
the economy?

• How do you escalate incident response when issues 
fail to be resolved within the incident tolerance period? 
Responses could potentially be too slow or too costly and 
therefore be restricted in terms of use. 

• How do you align Operational Resilience and key service 
line priorities to Board strategy and objectives? 

• How do you align supporting paper work and contracts, 
and Service Level Agreements with third parties and 
outsourced providers?

• What are the cost/benefit trade offs regarding service 
design?
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What to do now?
There’s a lot of work to do to address the Operational Resilience 
requirements. Organisations should take action now to establish 
relevant processes and an appropriate risk management 
framework.

Establish a governance framework
• Who is ultimately responsible for Operational Resilience?

• Who is responsible for each supporting end-to-end process?

• Review the organisations strategy and embed Operational Resilience considerations.

Design and implementation
• Identify and map your key business services and supporting systems and processes.

• Establish metrics for measuring and reporting.

• Review all third party and outsourced contracts.

• Review the impact of failure of a process on economy, clients, market or consumers and set tolerance 
levels accordingly.

• Test against scenarios.

Reporting
• Are senior people receiving adequate, meaningful and timely MI?

• Are escalation routes established when risks are identified or the outcome of a scenario requires action?

• Are appropriate communication plans in place for internal, external and press use?

• Is reporting appropriate for the regulators?

Lessons learned
• Are the results of scenario testing being fed back into the risk framework?

• How do business changes affect Operational Resilience?

• What emerging risks and new regulations must be factored in? 



How can 
we help?
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Review organisational strategy and assess operational risks in relation to critical services 
and their wider impact  

Gap analysis between your existing operational risk management framework 
and Operational Resilience requirements

Review of services and products provided to customers and the position the 
firm has in the market

Advise on and identify mapping of services and functions

Review incidents both historic and potential, and assist with running of 
scenario testing

Assurance over monitoring of risks, including board reporting

Analysis of the impact of disruptions on clients and the market

We can help you embed 
Operational Resilience
Our team of regulatory, risk, IT and cyber experts can help you 
combine and adapt your existing operational risk process, to 
make your key services more resilient, in line with regulatory 
expectation.

Our Business Risk Services team consists of approximately 350 dedicated subject matter experts. The group brings 
together a range of skills and experience including sector specialisms and other specialist expertise in areas such as 
internal audit, finance and risk and technology. 

Our team includes individuals who have held positions as Chief Financial Officer, Chief Operating Officer and Head 
of Internal Audit. Our staff are members of the relevant professional bodies including the Institute of Chartered 
Accountants of England and Wales (ICAEW) and the Chartered Institute of Internal Auditors (CIIA).
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