
Technical bulletin 

How we can help?

Some of our competitors focus on the investigative 
aspects of a cyber incident, at the expense of managing 
the impact. We have adopted an innovative, dual 
approach to managing incidents and breaches, 
addressing the full spectrum of issues. We examine 
what has happened, then draw on our firm wide subject 
matter experts to manage the incident. Our approach is 
called an integrated incident management (IIM) 
response methodology. Finally, we try to understand 
the root cause of the event, identifying lessons learnt to 
avoid similar incidents in the future. 

Our approach acknowledges the inherently complex 
nature of a cyber-attack, and the need for specialist, 
diverse skill sets to resolve. Each breach or incident will 
have unique characteristics and challenges, and no 
single person will have all the necessary skills for the 
most effective response. We have staffed our incident 
response team with an appropriate breadth of skill sets 
and proven experience, to support your business to 
recover. 

© 2017 Grant Thornton UK LLP. All rights reserved

GRT104644

Key issues and challenges

Organisations need to understand the risks in their 
environment and implement appropriate controls to 
mitigate them. The notion that perimeter security is still 
an effective control against external threats has been 
disproved by recent high profile incidents. When things 
do go wrong, organisations need to deliver effective 
incident management to protect their data, reputation, 
assets and clients.

These incident management processes need to be 
integrated with their organisation's crisis management, 
business continuity and IT disaster recovery 
arrangements.

Grant Thornton can help prepare you for these 
challenges through:

 Cyber risk and threat identification and assessments

 Network and system vulnerability assessments and 
penetration testing

 Business continuity and IT disaster recovery 
benchmarking and planning

 Data landscape mapping and privacy assessments

 GDPR compliance assessments and remediation 
works

 Incident and crisis management programme 
assessments, development and improvement

 Incident and breach support services

 Cyber-crime investigations, evidence preservation 
and gathering services

 Incident root cause analysis reviews and reporting

 Staff training and awareness

 Incident response exercising, testing and war 
gaming

How does this affect you?

We cannot stop cyber incidents from occurring, but we can 
help minimise the impact and disruption to your 
organisation, helping you recover quickly:

Avoiding chaos in a crisis
Cyber based services touch almost every part of our professional and private lives, with ever increasing dependency.
As our reliance grows, so does the requirement for cyber resilience. Supporting systems and networks will sometimes
fail through malicious attack, human error or technical failure. We need to be prepared for the impact of those outages.
The challenges in managing cyber incidents should not be under estimated - especially if they have occurred within a
service from a third party or cloud based service provider.

Cyber incident management services

Contact

We would be happy to discuss your organisation's needs 
and how we can help you. For further information please 
contact:

Manu Sharma

Head of Cyber Security

T+44 (0)20 7865 2406

E:manu.sharma@uk.gt.com

Kev Brear

Cyber Incident Response Lead

T:+44 (0) 207 865 2425 

E: kev.brear@uk.gt.com
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