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At Grant Thornton, helping our clients realise their potential is at the 
heart of what we do. As a leading business adviser supporting the 
financial services sector, we understand the challenges faced by the 
industry. We have been supporting banks and investment firms to 
develop and improve their risk control function for many years. 

This has never been as important as now. 

From building a strong control framework, to embedding through culture and 
conduct, to implementing key regulations such as the SM&CR – we are here to 
support you. To find out how Grant Thornton can help your business realise its 
potential, contact:

© 2018 Grant Thornton International Ltd. All rights reserved. ‘Grant Thornton’ refers to the brand under which the Grant Thornton member firms provide assur-
ance, tax and advisory services to their clients and/or refers to one or more member firms, as the context requires. Grant Thornton International Ltd (GTIL) and the 
member firms are not a worldwide partnership. GTIL and each member firm is a separate legal entity. Services are delivered by the member firms. GTIL does not 
provide services to clients. GTIL and its member firms are not agents of, and do not obligate, one another and are not liable for one another’s acts or omissions.
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1LoD’s 2018 Report is the largest and most comprehensive survey ever conducted on the 

front office control sector, taking insights from the results of our 86-part survey answered by 

21 of the world’s largest financial institutions. Including in-depth commentary from regulators, 

practitioners, consultants and technology experts, as well as a business head, a non-executive 

director and a military leader, it will be the seminal report for the front office control sector. It 

also features a directory of the leading technology and service providers.  ‘The digital version 

of the report features interactive infographics and the 1LoD product and service provider 

directory. It will be updated regularly with new content. To view the latest version  

visit www.1LoD.com/report-registration
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training, reports and other media.
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Surface risks before they sink your business
Learn why the majority of the world’s top 10 investment banks trust our AI-enabled

Conduct Surveillance solution to uncover conduct risk in all of their data.
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Best Practice for Control Functions 
within the 1st Line of Defence

Proposal prepared for:Sponsorship and 
Exhibition Opportunities

Summit

6 November 2018      London15 November 2018, The Dorchester, London
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“I thought the conference 
was very informative and 
a great opportunity for the 
industry to learn from each 
other.  First line defence is 
a collective challenge, not 
bank specific.”

Chris Palmer, Managing Director, 
CIB Controls, J.P. Morgan Chase

For further details please go to www.1lod.com/london-2018
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This report represents what we believe 
to be the first independent publication 
to cover the 1st line of defence in all 
its glory. In it we hope to provide an 
authoritative and engaging overview 
of where the function stands at this 
point in its development, and also cast 
an eye to the future. 

The timing of this report is apposite: 
we are at a point of inflexion in 
the history of the control function. 
What regulators are demanding 
from financial services in terms of 
evidence of the rigour of non-financial 
risk processes and also personal 
accountability for heads of businesses 
becomes much more onerous rather 
than less. 

In the next year or so, for example, 
in the UK the Senior Managers and 
Certification Regime (SM&CR) will be 
rolled out to another 46,000 firms 
across the length and breath of the 
industry, and its message is clear: 
Heads of the business are responsible 

for non-financial risk and the most 
serious failures thereof meet with 
condign legal redress.

This pattern is echoed across the 
globe. Other regimes are known, for 
example, to be looking at the SM&CR 
with great interest. No sector of the 
world nor of the industry can escape 
this attention. And no serious bank or 
asset management firm anywhere 
in the world thinks it worthwhile to 
cut corners where control of risk is 
concerned. The 1st line of defence 
is at the heart of the zeitgeist of the 
industry in the second decade of the 
21st century, and the control officer 
has come of age.

At the same time, the need to do more 
and more to provide reassurance both 
internally and externally that risk and 
control frameworks are robust arrives 
at a time of generational shift in the 
powers of technology. What can be 
checked and monitored by machines 
is now infinitely greater than even five 

years ago. Data can be managed, 
trades monitored and personal 
behaviour overseen with a degree of 
both comprehensiveness and celerity 
that would boggle the mind of a 
compliance officer ten years ago.

Moreover, we are only at the frontiers 
of what is made possible by artificial 
intelligence and machine learning. 
The next few years will yield even 
more exciting – and bewildering – 
possibilities. Wrestling with what can 
be done and at what expense will 
loom large in all debates about risk 
over the next few years.

We’d like to thank our sponsors 
first of all, but also the many 
people in the industry to whom we 
spoke for insights, comment and 
illumination, and who gave of their 
time so willingly and generously. We 
hope you find the following pages 
stimulating and provocative.

This is our moment»
The moment for the front office, 1st line controls 

industry has arrived. It is no longer a gleam 

in the eye of an eager regulator; nor is it yet a 

mature function with a long past. But it is now an 

established and important aspect of the financial 

services industry, to which both senior management 

of banks and regulators look to ensure that the 

unhappy events of 2008/09 are never seen again.
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Heads of the business are 
responsible for non-financial 
risk and the most serious 
failures thereof meet with 
condign legal redress.
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Chapter I
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The front office control function is 
growing up – and growing up is often 
a painful and confusing experience. 
On the one hand, it is now seen by 
tier one banks as an indispensable 
and valued core component of the 
organisation; on the other, there are 
a lot of questions about its formation, 
operation and priorities that have 
yet to be answered. The 1st line of 
defence is no longer an immature 
infant, but it is perhaps coming to the 
end of the trying teenage years.

The importance of the front office 
control function is no longer in doubt. 
Operational risk failures of one kind or 
another have cost major banks some 
$320bn since the end of the financial 
crisis, and firms cannot afford these 
kinds of penalties. So, to both meet the 
demands of regulators and to better 
understand and address potential risks, 
the three lines of defence model is now 
firmly established.

So much so, in fact, that 80% of 
respondents to the 1LoD survey say 
that the front office control function 
has grown over the last 12 months 
and another 90% say that it will grow 
yet further over the forthcoming year. 
A quarter of these, moreover, expect 
there to be a ‘significant expansion in 
the function’.

»

Contributors to the article

Growing pains 
of the 1st line

The front office control function may be moving past its 
awkward teenage years. But it still faces many challenges 
before it reaches full maturity. 

Russell Dinnage, 
head, capital markets 
intelligence practice, 
GreySpark Partners

Rupert Jolley, chief 
control officer, global 
banking and markets, 
HSBC

Simon Tuke-Hastings,  
partner, head of risk, 
analytics and regulation,  
Hammond Partners

Scott Levine, 
director, financial 
services digital capital 
markets consulting, 
PwC

Todd Sullivan,  
head of risk management 
for fixed income 
Americas,  
Morgan Stanley
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Talent search is on 

Three main pressures drive this 
continuing expansion, according to 
our survey: regulation, requirements 
of senior management, and the 
migration of functions from the 2nd 
line of defence. All three are deemed 
about equally important.

A little less than 5% of correspondents 
suggest that the front office control 
team will swell by more than 20% over 
the next year, almost 20% say by 10%–
20% and 38% say by up to 10%. Over 
75% feel confident that staffing levels 
will increase in the next 12 months.

If front office control functions 
are set to add still further to their 
already impressive headcount, it is 
less clear where these new people 
will be recruited from. Responses 
to this question were split. The top 
three most popular options were 
the front office chief operating office, 
operational risk and compliance.

Yet, asserts Simon Tuke-Hastings, 
a partner and head of risk, analytics 
and regulation at executive search 
firm Hammond Partners in London, 
it is actually highly unlikely that 
operational risk and compliance will 
prove fertile areas of recruitment. 

During the first phase of the 
development of the front office 
control function, top tier banks did 
recruit heavily from operational risk 
and compliance. And it didn’t end 
well. “It created a major issue across 
the sell side in general where few got 
it right. You had people sitting in front 
of the head of a trading desk trying to 
influence him or her about changing 
the business and it became very clear 
they had never sat on a trading desk 
and didn’t understand the dynamics. 
They got steamrollered,” Tuke-
Hastings says.

However, it is tough to bring people 
over from sales and trading. These 
are the people who have the skills 
and credibility to make a success of 
a job in the 1st line of defence, yet it 
is not always easy to persuade them 
to make the jump. Perhaps only an 
imminent reduction in force can 
provide the necessary motivation.

Tech’s got our back

Of course, the prowess and 
comprehensiveness of today’s 
cutting-edge technology is reducing 
the need for headcount increases 
and, it is hoped, will reduce it still 
further and at a greater rate in the 

near future. All senior risk officers 
put great store by technological 
advancement and we are, it appears, 
at a point of generational change 
in terms of the amount of data 
machines can process and the speed 
at which they can accomplish this.

This is particularly helpful in the 
area of surveillance. Trading data 
and dealer communications need 
to be watched even more closely to 
prevent those types of abuses that 
have cost banks so dear in recent 
years. But it is no longer necessary 
to listen, for example, to hours of 
telephone calls – machines, fed by 
rules-based systems, can do all that 
better and far more quickly. 

Rupert Jolley, chief control officer at 
HSBC in London, told 1LoD: “The firm 
is making a significant commitment 
to surveillance, which is principally 
directed at the markets business. This 
isn’t just about meeting the needs 
of regulators, it’s because it’s a good 
way to do business. What we’re 
doing is consistent with the rest of 
the industry, and it’s expensive but 
I expect the investment pipeline to 
continue for many years.” 

Three main pressures drive this continuing 
expansion, according to our survey: 
regulation, requirements of senior 
management, and the migration of 
functions from the 2nd line of defence. All 
three are deemed about equally important.
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Dealing with data overload

Yet new systems bring a whole 
host of new challenges as well. The 
major current issue with surveillance 
systems is that they throw up far too 
many false positives, all of which 
require further investigation and 
this time the investigation has to be 
conducted by someone with a pulse. 
Most of the time these red flags turn 
out to be entirely innocent.

“Surveillance introduces false 
positives,” states Russell Dinnage, 
head of the capital markets 
intelligence practice at consultancy 
GreySpark Partners in London. “They 
are generated by what looks like 
misconduct or bad behaviour, but 
generally isn’t. Compliance spends as 
much time, headcount and budget 
responding to these alerts as they 
do on buying the solution in the first 
place. It’s a state of affairs no one is 
prepared to carry on with.” 

Modern technology in general 
produces a tremendous amount of 
data, and while front office control 
functions would be impossible 
without this machinery, the industry 
is manifestly struggling to make 
sense of it all. It is suffocating under 
a thickening blanket of data. Not 
only do banks need a lot of data for 
their own compliance purposes, their 
clients are also asking for more and 
more so they can produce the proper 
reports for regulators.

All this has to be organized, sifted 
and streamlined, yet at the moment 
there isn’t much confidence that 
banks are getting to grips with it. 
“It doesn’t matter what advanced 
technology a bank wants to use, 
it’s no good unless proper data 
management and governance are in 
place,” says Scott Levine, a director 
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at PwC in New York and part of 
the financial services digital capital 
markets consulting team. “There 
has to be a standardised taxonomy 
across the bank so the data can be 
complete and accurate for advanced 
technology to be applied.”

Grand designs

Banks also face the age-old problem 
of whether to build in-house or to 
buy off the shelf from the vendor. The 
latter alternative offers the attraction 
of speed of implementation, access 
to improvements and updates, 
and having help on hand should 
problems arise. On the other 
hand, businesses are generally so 
idiosyncratic than any solution has 
to be tailored and tweaked to suit 
specific exigencies anyway, so it is 
sometimes better to build internally 
from scratch.

A majority of banks are still in the 
implementation phase. Some 67% of 
correspondents to our survey said 
‘in the build phase’ best described 
the current state of technology 
supporting their front office control 
function. Only 29% said it is ‘firmly 
embedded and operating a target 
operating model’. 

Although the three lines of defence 
model is now widely accepted and 
implemented, there are often quite 
stark differences between banks in 
the way it is organized. A so-called 
line 1.5, and even a line 1b, occurs 
in some banks but not in others. 
Surveillance sits in the 2nd line of 
defence but then also sometimes in 
the 1st line of defence as well. 

Some global institutions, such as 
Barclays and HSBC, have a global 
chief controls officer, overseeing all 
forms of non-financial risk across 
multiple divisions, group wide, 

and others do not. In some banks, 
the 1st line reports to the head of 
markets, and in others it reports to a 
group chief operating officer. No one 
pattern has achieved widespread 
acceptance, and it’s a challenge 
for each bank to find a model and 
a structure that suits them best – 
and then be prepared to alter it if it 
doesn’t work.

Buy-side and beyond

Other areas of the financial industry 
beyond sales and trading floors in 
banks will soon be wrestling with 
these issues – if they’re not doing so 
already. The regulatory searchlights 
are now being turned upon the 
buy-side. In the UK, the Senior 
Managers and Certification Regime is 
soon to be extended to 46,000 new 
firms in asset management, fund 
management, private banking, wealth 
management and retail banking. All 
will have to get to grips with the three 
lines of defence. Their businesses 
may be less complicated, but it will 
still be a big adjustment.

The issue that broods menacingly 
over the entire industry throughout 
all these discussions – about staffing 
levels, better surveillance systems, 
better data management and the 
optimal model – is that of cost. At 
a time when margins are being 
squeezed more tightly than ever 
before, banks must spend more and 
more money on non-financial risk. It’s 
very painful.

Yet there is no alternative.  As Todd 
Sullivan, head of risk management 
for fixed income Americas, Morgan 
Stanley, in New York, says: “Would 
you care if the cost of oxygen went 
up? Yes, but you don’t have much 
choice about paying it.” 

Keep calm and carry on. 
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Do you see the build out of a front 
office control function directly 
affecting your business’s margin?

“There will be a resistance to cost 
reductions in the 2nd line.”

Yes. As this function grows there will 
be a resistance to cost reductions in 
the 2nd line leading to a duplication 
of resource and activities in the short 
to medium term. This will not be 
sustainable in the long term and will 
require a further evolution of the three 
lines of defence model.

Why is it important to you to have 
a control team sat in the 1st line of 
defence?

“We must take ownership for our 
business at an enterprise level.”

We need to have specialists that 
understand our business to be able 
to control it effectively. I see it more 
as taking ownership for our business 
at an enterprise level rather than just 
the P&L.

What kind of skills or personalities 
work best in a control team that 
is sat on the desk with your sales 
and trading teams?

Pragmatic. Organised. Quick thinking. 
Adaptable. Agile. Solution focused. 
Collaborative. Enterprise-wide view. 
Credible.

What do you consider the 
positives from the changes in 
culture we are seeing across the 
industry in recent years?   

“There is much greater awareness of 
proper behaviour.”

There is more focus on serving 
the interests of the client to earn a 
sustainable, long-term return from the 
relationship, rather than focusing just 
on the bottom line. There is also much 
greater awareness of proper behaviour 
in the marketplace.

Are your clients receptive to/
supportive of the ever-increasing 
focus on conduct across the 
industry?

“The focus on conduct is necessary.”

Yes, clients see this as a positive and 
necessary move in the industry.

Quick-fire round:   »

Contributor to the article

Views from a business head 
1LoD quizzed Percy Rueber, global head of financial markets at ING, on 
how the front office control function is perceived by the business and 
what it takes to sit alongside his sales and trading teams.

Percy Rueber, 
global head of 
financial markets,  
ING

There is more focus on 
serving the interests 
of the client to earn 
a sustainable, long-
term return from the 
relationship, rather than 
focusing just on the 
bottom line.
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A BuSineSS HeAD’S PerSPecTive
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Do you anticipate any significant 
changes in approach to the 
application of the three lines 
operating model in the near 
future? What about in two to three 
years’ time?

“The framework is not an end in itself.”

A significant change in direction 
seems unlikely. That’s not because 
of regulatory fiat, but because the 
three lines model makes sense. That 
said, I fully expect that the model will 
continue to mature as risk profiles, 
threat landscapes and effective 
mitigants and controls evolve. As I 
emphasized in my remarks at the 
1LoD Summit, the framework is a 

means to an end. It is not an end in 
itself. The goal should be to have a 
well-controlled firm with respect to 
its risks. 

Do you engage with your 
regulatory peers globally? If so, 
how does that work?

“Outside views contribute to better 
outcomes.”

There are formal and informal 
channels of communication. The 
formal channels include standing 
forums convened, for example, by 
the Basel organisations. But there 
are many opportunities for informal 
communications, too. I make a 
point to have informal chats with 

my counterparts at central banks 
around the world, and many general 
counsels drop by the New York Fed 
when they are in town. I really value 
both types of interactions for the 
simple reason that outside views 
contribute to better outcomes. 

Do you view prescriptive rules or, 
in contrast, broader principles and 
standards as the most effective 
guidance from regulators to 
firms building out their control 
framework?

“Find the right mix.”

In my view, there has to be a mix of 
standards and rules, and regulators 
must continually calibrate the two 

In the hot seat:  »

Contributor to the article

A regulator’s point of view
1LoD posed questions to Michael Held, executive vice president of 
the Legal Group of the Federal Reserve Bank of New York, on the 
evolution of the three lines model and whether we could see a real 
cultural shift in financial services in our generation.

Michael Held, executive vice 
president of the Legal Group,  
Federal Reserve Bank of 
New York

A reguLATorS PerSPecTive
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in order to find the right mix. This 
may vary by business activity or 
risk profile. Principles and rules 
each have clear advantages and 
limitations. Sometimes the choice 
between the former or the latter 
signals the degree of trust placed 
in the decision-maker. Flexible 
standards work where there’s a 
high degree of trust. Inflexible rules 
may signal the inverse. The choice 
may depend on other contextual 
factors, too – ease of administration, 
quantitative versus qualitative inputs, 
etc. The same choices confront 
firms designing their internal rules. 
Sometimes it’s better to opt for 
greater discretion, and sometimes 
we achieve better outcomes with 
fewer options. 

Will it require a new generation 
to effect change across financial 
services or has the regulatory 
focus on conduct materially 
changed the culture?

“Cultural change is possible.”

Both time and effort are required. 
The official sector has addressed 
culture—that is, the shared norms 

that influence behaviors – in a 
variety of ways. Some regulators 
have mandated changes in incentive 
compensation. Others have imposed 
new supervisory requirements. And 
others have used moral suasion – the 
bully pulpit – to nudge the industry 
to take action independent of legal 
compulsion. The range of approaches 
is a good thing. We’re learning what 
works and what does not. Moreover, 
all of the approaches share a 
common concern. All organisations 
have cultures, and those culture 
influence choices and behaviors. 
Better to pay attention to culture than 
to risk unintended and unwanted 
consequences. 

The thing about culture is, it is durable. 
It is very hard, if not impossible, 
to change overnight or even in a 
year or two. But change is possible. 
Organisations control whom they hire, 
promote, and fire. They largely control 
how they discipline, reward, and 
recognize employees. Senior leaders 
choose what points to emphasize in 
their communications and actions. I 
think some progress (or stasis) can be 
measured in the near term. But lasting 
change will take time. 

Are you recruiting at present? If 
so, what kind of people do you 
look for – people with industry 
experience or other disciplines?

“We aim to attract a diverse pool.”

Yes! I’m responsible for the Bank’s 
legal and compliance functions, 
and we frequently have positions 
to fill. We aim to attract a diverse 
pool of candidates. Candidates 
with experience in the industry are 
welcome, and so are candidates 
with experience in other industries. 
What matters most to me are: (1) the 
candidate shares my commitment 
to the Fed’s public mission, and 
(2) there’s a record of success in 
whatever path the candidate has 
taken. All openings will have specific 
requirements, of course. Lawyers 
need law degrees, etc. But beyond 
that I am looking to put together 
teams that have both diversity of 
experience and a single commitment 
to serve the Fed’s mission.

The thing about culture is, 
it is durable. It is very hard, 
if not impossible, to change 
overnight or even in a year or 
two. But change is possible. 

A reguLATorS PerSPecTive
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Risk Framework

Assisting clients develop and implement 
robust risk frameworks across the 
three lines of defence. This includes 
risk appetite statements, risk analysis 
and reporting, governance reviews, 
defining clear roles and responsibilities 
and gatekeeper operating models over 
controls and risk issues.

• Risk Framework and Operating  
  Procedures 
• Risk Analysis and Reporting Tools 
• Resolution of Risk and Control issues 
including Regulatory and Audit Findings 
• Governance

Parker Fitzgerald is a strategic advisor and consulting partner to the world’s leading 
financial institutions. We provide independent advice, assurance and market-leading 
solutions to help our clients navigate their most critical issues, reduce complexity and 
improve their overall risk-adjusted performance. 

Parker Fitzgerald provides assurance services across all three lines of defence in areas 
including implementation of robust risk frameworks, risk and control assessments, and 
internal audit services. Our practitioner-led approach offers clients the depth and breadth 
to address the ever more complex challenges faced in assessing risks and controls as 
well as providing expertise into internal audit functions.

+44 (0) 20 7100 7575 
info@pfg.uk.com  
www.parker-fitzgerald.com 
@p_f_g 
Parker Fitzgerald

Parker Fitzgerald  
Level 18 
Heron Tower 
110 Bishopsgate  
London EC2N 4AY

Parker Fitzgerald

Internal Audit

Providing specialist audit skills and 
subject matter expertise to support 
Internal Audit functions within the 
Financial Services sector. This 
includes assisting clients in audit plan  
delivery, providing access to industry 
specialists and advising on the 
robustness of Internal Audit processes.

• Co-sourcing 
• Staff Augmentation 
• Technology Audit including Data  
  Analysis 
• Advisory

1 and 2 LoD Risk and Control

Supporting clients in their front to 
back risk discovery and mitigation 
processes through the performance 
of comprehensive risk assessments, 
assurance on design and operating 
effectiveness of controls as well as 
advising on regulatory and control 
remediation.

• Risk and Control Assessments 
• Operational Risk Scenario Analysis 
• Controls Assurance including  
  Technology 
• Remediation Solutions
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Ian Plenderleith had a highly 
distinguished career as a senior 
central banker at the Bank of England 
for 36 years and for the past 12 years 
had served as a non-executive 
director at a number of banks. He 
was a director of Europe Arab Bank, 
BMCE Bank International, BH Macro 
and Morgan Stanley International, 
and from 2003 to 2005 was deputy 
governor of the South African Reserve 
Bank. He is currently chairman of 
Sanlam UK.  

At the apex of his career at the Bank 
of England, he was executive director 
for financial markets operations. 
Very few people can draw on Ian 
Plenderleith’s level of experience and 
extensive knowledge of markets when 
talking about the changing face of risk 
management and control mechanisms. 

The three lines of defence model 
is now universal and in place at all 
the banks for which Plenderleith has 
served as a director. He questions, 
however, the effectiveness of the 
structure and how well the three 
lines interact.

Between the lines

The problems with implementation, 
and making the model work in day-
to-day situations rather than as a 
theoretical construct, he says, are a 
little different from bank to bank. A 

critical difficulty is the relationship and 
points of contact between the first 
and second lines. Plenderleith points 
out that as supervisors in line one 
aren’t dedicated risk managers, they 
will sometimes need to turn to the 
second line for technical help, and 
that the second line has an entirely 
legitimate consultancy function in 
this regard. But, after that consultancy 
responsibility has been discharged, 
the second line must step back.

“The interface between the first and 
second lines is always a difficult 
area. They need to be kept separate 
and yet they need to work together,” 
Plenderleith says.

If the second line becomes too 
close to the first line, it mitigates 
the key requirement for the first 
line business heads to understand 
and acknowledge that they are 
responsible for risk management 
themselves. They’re not only revenue 

generators but risk managers as well – 
indeed, the latter constitutes fully 50% 
of the job – and they can’t just pass 
risk along the line to the second line.

Happily, this is now much better 
understood than it was 10 years ago, 
and this new recognition is reflected 
in both the disciplinary structure 
and particularly the remuneration 
structure at most banks. Risk 
management is now an integral 
aspect of performance assessment 
and reward, Plenderleith notes. 

After the crisis

His service as a non-executive 
director at various firms commenced 
just before the fierce waves of the 
financial crisis swept away much that 
was familiar and understood, so he 
is well-positioned to talk about the 
changes to risk management and 
conduct that this period wrought. 

A wealth of 
experience  

»

Contributor to the article

After four decades in the industry, Sanlam UK’s Ian Plenderleith knows 
markets and he knows banking risk in a way few people do. Here, he 
talks to 1LoD about his perspective on the three lines model and how 
the crisis truly sharpened our focus on conduct and controls.    

Ian Plenderleith, 
chairman,  
Sanlam UK
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Plenderleith says that although 
the fundamental principles of risk 
management are the same today as 
they were a decade or more ago, the 
focus on those principles is much 
more structured, more thorough and 
certainly more technical than it was. 
There is, moreover, considerably 
more regulatory interest in what 
constitutes risk than there was before 
the crisis and the area is much more 
heavily resourced.

“There is a closer focus and scrutiny 
on these issues by non-executive 
directors, and it is a very high priority 
for those non-execs who make up 
the risk committee. More time is 
spent on it, there is more analysis and 
considerably greater quantification,” 
he observes. 

Indeed, the capacity to test risk 
and quantify it, through tools of 
much increased technical capacity, 
is one of the major changes since 
the crisis and a significant source 
of greater strength in the financial 
system. For example, banks now 
do regular stress-testing, looking 
at the resilience of the business in 
the face of extreme shocks, such 
as tail events that may have a low 
likelihood of occurrence but would 
inflict massive damage. 

Banks also devote much more 
attention to scanning the horizon 

for emerging risks that might be 
only just beginning to form, so 
preventative action can be taken to 
minimise impact. In these ways, the 
science of risk management has 
advanced to a place where risks can 
be articulated and assessed more 
accurately than before.

A question of conduct

But non-execs cannot afford to take 
their eyes off the ball. It’s absolutely 
crucial not only that there is a proper 
risk control framework in place 
and that managers observe that 
framework, but that the whole 
process is closely monitored by the 
non-executive directors.

The whole question of culture 
and conduct also now receives a 
significantly enhanced focus than 
previously. There is much more 
training in the right conduct, and 
messaging is galvanized by regular 
communication of core values from 
senior management and through 
events such as town hall meetings. 
This has to be underpinned by a 
firm-wide culture of proper behaviour 
and due regard for the needs of the 
clients and the integrity of markets. 
These changes to culture have 
become a vital part of ensuring the 
overall risk framework operates 
successfully.

Overall, Plenderleith is cautiously 
optimistic about the health of the 
financial services industry after 10 
years of unprecedented change and 
reordering of priorities. “There has 
been a terrific improvement in the 
standards of conduct, the quality of 
culture and the operation of a risk 
framework that is embedded in the 
business. That doesn’t mean that 
things can’t go wrong, but the controls 
and general approach are much more 
robust and more fully articulated than 
10 years ago,” he concludes.

It’s absolutely crucial not only that 
there is a proper risk control framework 
in place and that managers observe 
that framework, but that the whole 
process is closely monitored by the 
non-executive directors. 

A non-execuTive DirecTor’S PerSPecTive
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Commissioned into the Royal 
Engineers in 1974, Sir Peter Wall rose 
to the rank of full general and in 2010 
became chief of the general staff – 
the professional head of the British 
Army. Since retiring from the army, 
he co-founded and is chief executive 
of Amicus, a consultancy that 
draws upon the lessons of military 
experience to better foster leadership 
in corporations. 

At first glance, there might not 
seem much in common to be found 
between the army and banking. 
Peter Wall says he himself had not 
expected to find much overlap – but 
upon going into a major global bank 
to provide advice, he saw at once 
how skills he had learnt in the army 
would be helpful.

“A whole lot of things we took 
for granted in the army would 
have helped this organisation 
immeasurably. I was rather surprised 
by this. But I have since learnt that 
these are quite easy to identify and 
quite difficult to apply,” he says.

Comparing codes of conduct

Both banking and the army face 
increasing uncertainty and volatility 
due to the pace of technological 

and societal change, globalisation, 
encroaching regulation and 
compliance requirements, he says. 
The army cannot stand still in the 
face of these changes and neither 
can the banking world. 

It is a myth to assume that the army 
does not face regulatory and political 
pressure – it most certainly does. And 
soldiers under fire have the choice 
to confront the enemy or lie low. It 
is whether the army has inculcated 
a successful code of conduct that 
determines what they choose to do.

Of course, there are also differences. 
The army filters its recruits much 
more stringently than a bank does, 
and generally from a younger age, 
and they quickly learn the military 
culture and its processes. It also has 
a far greater range of sanctions at its 
disposal and monetary gain is not an 
incentive for wrongdoing as it is in  
a bank.

Empowerment

Nonetheless, the core issue of 
successful leadership and a winning 
esprit de corps remains the same. 
“We’re trying to get people to lead 
and not just manage, or hide behind 
the Senior Managers’ Regime or 

regulation as an excuse not to do the 
job properly. The objective is to build 
a strong leadership team that can be 
respected, and to cultivate a culture 
that makes teams within the group 
conform without being stereotypical,” 
Wall says.

One of Wall’s key messages, however, 
flies in the face of the zeitgeist in 
banking. He believes that subordinates 
should be encouraged to act 
independently and be empowered 
to take important decisions, albeit in 
accordance with an agreed and clear 
broad philosophy.

This is not how things run at all these 
days. Junior and middle tier bankers 
are given less and less chance to 
do their own thing, and are heavily 
scrutinized at all times. The idea of 
giving them more latitude rather than 
less came as a surprise to bankers 
advised by Wall and one that made 
them nervous. 

The army’s culture is based in 
large measure upon the principle 
that the organisation is at its best 
when performance is raised across 
the board rather than by relying 
on a handful of star performers. 
It’s a collective effort, and unless 
employees feel they contribute 

The art of banking,  »

Contributor to the article

the art of war
British Army chief-turned-banking consultant Sir Peter Wall outlines 
to 1LoD the surprising message he gives the banks he advises – 
equip and empower your staff to fight their own battles. 

General Sir Peter Wall, 
chief executive,  
Amicus
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to the whole and are valued 
individually, they are likely to become 
disconnected from the organisation 
and its goals.

“Individuals have to feel they have 
a path for themselves, so that it is 
worthwhile to be committed to the 
firm. If you have a high turnover, you 
will never foster a positive culture, 
and you will tend towards mediocrity 
and not excellence. That’s a failure of 
leadership and it’s as true in a bank as 
it is in the army,” he asserts.

Employees stay in line

Yet the regulatory climate post-
crisis, and the response of banks to 

that climate, makes a framework of 
employee autonomy and trust highly 
unlikely. Wall admits it is a problem 
and says that the tidal wave of 
regulation that has descended upon 
the financial services industry in the 
last few years stifles creativity and is 
in danger of producing automatons. 

There is now a new rule for virtually 
every situation and all this means is 
that if a new problem comes up that 
doesn’t yet have an appointed rule, 
employees will sit tight and wait for 
further direction rather than think 
about how to deal with it themselves. 
They also know that the penalties 
for stepping beyond the prescribed 

corporate rubric can be punitive. 

This means that senior managers 
have to expend time and energy 
assuming responsibility for those 
further and further down the food 
chain, rather than setting strategy 
for the firm. As Wall notes: “It’s 
debilitating for everybody.”

These are issues that should give 
banks pause for thought. The 
regulatory heat is still on, but Wall 
believes banks would be advised to 
consider principles and philosophies 
tried and tested in these most 
exacting of circumstances if they wish 
to build a corporate culture that will 
not merely endure but thrive. 

“Individuals have to feel they have 
a path for themselves, so that it is 
worthwhile to be committed to the firm.” 
Sir Peter Wall

A MiLiTAry PerSPecTive
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The evolution of 
the front office 
control function

Chapter II
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While those in sales and trading roles 
can be seen looking nervously over 
their shoulders and wonder if they’re 
about to be replaced by a robot, 
those in any way connected to the 
front office control function can sleep 
more easily.

However, while the job is clearly not 
going away, it is also likely to change 
and mutate over the coming years. 
Jobs might change, headcounts 
might shift, and lines of reporting 
might mutate. 

Regulation demands it

Chief financial officers might be 
disappointed, but not perhaps 
surprised, to learn that no-one thinks 
the mandate is going to shrink. A 
huge 80% of correspondents said that 
the function has grown over the last 
year and 90% said that it will continue 
to grow over the next 12 months – 
with all the concomitant implications 
for staffing levels this entails.

To break this number down a little 
further, around 76% said that there 
will be a ‘small expansion’ over the 
next year and 14% said that there will 
be a ‘significant expansion’.  

Over one-third of those who replied 
to the 1LoD survey said regulatory 
pressure continues to be the main 
influence on the development of the 
front office control function. Many 
senior risk officers underscore this 
point. As one senior risk officer says: 
“Regulation is the main driver to what 
we do. Everything that is done seems 
to be in reaction to either breaches 
of regulation or in response to new 
regulations in the pipeline, like MiFID.”

More people, greater remit

But another third say that the function 
will expand as jobs migrate from the 
2nd line to the 1st line. This is a major 
theme of the industry at the moment. 
Surveillance, for example, is often 
still performed in the 2nd line but it 
is becoming increasingly common – 
and makes increasingly good sense 
– for the 1st line to do surveillance as 
well. Many of the tasks surrounding 
Know Your Client (KYC) and financial 
crime agendas are also now more 
likely to be executed in the 1st line. 

Some of the client onboarding 
functions are now also done by the 
business as well. The emphasis now 
is that if the business owns the risk, 
the front office needs to own all the 

controls and functions to monitor that 
risk as well. 

Nick Lovett, global markets controls 
officer and GM EMEA chief operating 
officer at Credit Suisse in London, 
tells 1LoD: “The business should be 
accountable for risks and a key area 
of risk is from the clients we face. So, 
in many firms, the functions focusing 
on client risk, such as KYC and client 
screening, have moved or are moving 
from the 2nd line to the 1st line. 
The 2nd line is then able to set the 
standard and framework for bringing 
client risk into the firm and monitor the 
actions and progress of the 1st line.” 

Regulatory reporting and controls 
assurance testing are also now quite 
likely to be found in the 1st line of 
defence. In the past, assurance 
testing was either not done at all, or 
was likely to be done by compliance 
or audit. But now, in keeping with the 
new philosophy of the front office 
being responsible for the risk and 
also the controls, it is likely to be 
done in the 1st line.

Some shedding will occur

Not everyone thinks that the 1st line 
of defence will continue to own all 
the functions it does currently. Its 

»

Contributors to the article

Will the mandate 
keep growing?

The front office control function is a growth industry right now. Look out 
for further migration of jobs and an even greater remit in the future.

Jamie Hamilton, 
global business 
controls officer, JP 
Morgan

Imtiaz Hussain, 
senior audit director, 
Bank of New York 
Mellon

Nick Lovett,  
global markets controls 
officer & GM EMEA chief 
operating officer,  
Credit Suisse
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mandate is likely to develop and 
expand, but it may also shed some 
roles it performs at the moment.

“Like any new function implemented 
at speed with high demands, it has 
ended up acquiring a lot of activities 
that it wouldn’t own if you did it again, 
more slowly,” says Jamie Hamilton, 
global business controls officer at 
JP Morgan in New York. “It owns a 
number of responsibilities around 
the conduct agenda, for example, 
that can only be addressed through 
procedure, governance and tactical 
tools. That will change.” 

Who does what?

Of course, every bank is different. This 
is evident from the results of the 1LoD 
survey whereby correspondents were 
asked where various functions reside. 
For example, 28% said supervisory 
training is performed jointly by both 
the 1st line and 2nd line, while 38% 
said it is done in the 1st line and 34% 
said the 2nd line. 

Controls assurance testing is done by 
both lines of defence, say 45%, with 
40% saying it is done only by the 2nd 
line. Clearly the migration of testing 
from the 2nd line to the 1st has yet to 
affect all banks. 

Some 45% say both lines own incident 
management, 35% say it is done in 
the 1st line, while 20% said it is still 
held by the 2nd line of defence. 
Surveillance, one of the most vexed 
topics of all, is executed by both lines, 
according to a whopping 76%, leading 
some observers to wonder, perhaps, 
if there is not some duplication of 
resources here. 

No-one said that surveillance is done 
exclusively by the 1st line; 24% say it is 
done by the 2nd line alone. 

Finally, control remediation is 
executed by only a minority of firms 
in the 2nd line – just 5% said that the 
function resides here. Almost 50% say 
it is done by both lines of defence, 
and over 45% say it is owned by only 
the 1st line.

Just one hymn sheet, please

The landscape with regard to where 
and how key control functions are 
exercised is clearly characterised 
by heterogeneity rather than 
homogeneity. No single universally 
acknowledged model has yet to 
establish itself. As another head of 
front office controls says: “If you spoke 
to 100 different firms, you’d get 100 
different answers about where and 

What is driving the expansion or 
reduction of the front office controls 
function in your organisation?

What is driving the expansion or reduction of the front office
controls function in your organisation?

35.00%

37.50%

27.50%

Regulatory pressure

Migration of control ownership from the 2nd line control functions

Senior management/board requirement

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

“[The function] has ended up 
acquiring a lot of activities 
that it wouldn’t own if you did 
it again, more slowly.” 

Jamie Hamilton, JP Morgan
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how control functions are organised. 
There is continuous refinement of the 
operating model.” Our survey results 
certainly back that up.

What is agreed is that it is crucial 
to have a common taxonomy and 
language across all three lines of 
defence. All functions must identify 
and characterise risk in the same way 
and use the same terms of reference, 
or the results will be calamitous. One 
auditor tells 1LoD that some banks 
have yet to adopt the fundamental 
principles of governance, risk 
management and compliance 
(GRMC) management, and until they 
do the three lines will fail to sing from 
the same hymn sheet.

What of the audit function?

With the increasing accretion 
of responsibilities to the 1st line 
seemingly unlikely to end any time 
soon, one might wonder if the audit 
function fears for its existence. 
But Imtiaz Hussain, senior audit 
director of Bank of New York Mellon, 
is sanguine. The regulators have 
specific expectations from audit, 
he says, and it has to meet these 
expectations without placing any 
reliance upon the 1st and 2nd lines of 
defence.  

“We have to audit conduct and 
culture, and we can’t delegate that,” 
Hussain says. “We collaborate but we 
don’t lose our own independence. 
The audit job hasn’t changed all that 
much; however, for internal audit to 
stay relevant it has to collaborate with 
1st and 2nd line, be innovative, and 
continue to demonstrate courage.” 

“In many firms, the functions focusing on client risk… have 
moved or are moving from the 2nd line to the 1st line.” 

Nick Lovett, Credit Suisse

How has the mandate of the front office controls function changed 
in the past 12 months and how will it change in the future?

How has the mandate of the front office controls function
changed in the past 12 months and how will it change in
the future?
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There are many aspects of the 
maturing front office controls 
function that are as yet opaque 
and undecided. Yet there is one 
that is absolutely crystal clear and 
unambiguous: It is costly for banks; 
very, very costly indeed.

But banks don’t have much 
alternative to paying it. This is 
simply the cost of doing business 
in financial services in the second 
decade of the 21st century. As Todd 
Sullivan, Morgan Stanley head of 
risk management for fixed income 
Americas, in New York, says: “Would 
you care if the cost of oxygen went 
up? Yes, but you don’t have much 
choice about paying it.”

Still, financial resources are finite, 
and banks must prioritise, however 
difficult that task may be. When 
asked what areas would receive most 

investment at their organisations over 
the next 24 months, respondents 
to the 1LoD survey indicated that 
the three areas likely to lead are: 
regulatory-related control mediation 
work, e-communications surveillance 
and trade surveillance.

A little under 40% suggested the 
regulatory-related remediation work 
and e-communication surveillance 
would receive ‘significant investment’ 
in the next two years, while 34% said 
trade surveillance would receive 
‘significant investment’.

Regulatory drivers

Over 60% also said that regulatory-
related remediation work would 
attract ‘some investment’ and no one 
said that no investment in this area is 
planned over the next two years.

These findings are borne out by 
conversations with those in the 
industry. The regulators are still setting 
the agenda. While the heat might have 
been turned down a little in the US, in 
Europe regulators are still extremely 
zealous and unrelenting in their efforts 
to bring the industry to heel. 

Banks have to get their ducks in a row. 
Moreover, there are those institutions 
– and this is a relatively high number – 
that are currently caught in enforcement 
orders and have to put controls in place 
to satisfy displeased regulators. 

A London senior controls officer says: 
“Regulation is an important driver in 
investment, probably the main driver. 
Everything that is done seems to be 
done in reaction to breaches of the 
previous regulation and people have 
to fill the gaps, or it is in reaction to 
new regulation like MiFID.”

»

Contributors to the article

Reassuringly expensive: 
Where is the cash spent?

Banks are spending money – and lots of it – to build out a strong 
front office controls function. 1LoD asked industry insiders where 
exactly this investment is going. 

Rupert Jolley, chief 
control officer, global 
banking and markets, 
HSBC

Simon Tuke-
Hastings,  
partner, head of risk, 
analytics and regulation,  
Hammond Partners

Scott Levine, 
director, financial 
services digital capital 
markets consulting, 
PwC

Todd Sullivan,  
head of risk management 
for fixed income 
Americas,  
Morgan Stanley
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Watchful eye on 
e-communications and trade

Right after regulatory compliance for 
likely spending is e-communications 
surveillance, according to the 1LoD 
survey. The difference here is that 
5% said no investment was planned 
and 55% said it would receive ‘some 
investment’. 

Trade surveillance lags a little 
behind, with over 50% saying it 
will receive some investment and 
some 15% saying no investment is 
planned. Better surveillance tools 
remain a number one priority of the 
industry and a lot of communications 
surveillance is still very labour 
intensive. Even when machines 
supply alerts, the investigation of 
these alerts will be manual. 

The implication that 
e-communications surveillance 
will receive a bigger slice of the pie 
than trade surveillance is perhaps 
explained by the fact that breaches in 
conduct are more clearly revealed in 
communication than trading patterns.

But surveillance technology, which 
is undergoing a generational shift 
in what it can reveal and how it can 
aid better control in the front office, 
is at the forefront of what banks will 

be spending money on. The initial 
outlay is, of course, prodigious, but 
such systems hold the promise that, 
in time, they will enable headcount to 
be reduced.

“The firm is making a significant 
commitment to surveillance, which 
is principally directed at the markets 
business,” says HSBC chief control 
officer Rupert Jolley, in London. “This 
isn’t just about meeting the needs of 
regulators but because it’s a good 
way to do business. What we’re 
doing is consistent with the rest of 
the industry, and it’s expensive but 
I expect the investment pipeline to 
continue for many years.” 

Areas of further scrutiny

But there is more to surveillance 
than trade and e-communications 
surveillance. Next on the list is 
voice surveillance, with 14% of 
correspondents saying that this area 
will receive ‘significant investment’ 
over the next two years, 48% 
expecting ‘some investment’ and 
38% anticipating it will attract ‘no 
investment’ at their firms. Of the 
various types of surveillance, this 
appeared to have the lowest profile.

Of course, the dream package of 
surveillance technology remains 

“Would you care if the cost of oxygen went up? 
Yes, but you don’t have much choice about 
paying it.” 

Todd Sullivan, Morgan Stanley

In the next 24 months what level of 
investment will your organisation 
make in the following areas?

In the next 24 months what levels of investment will your
organisation make in the following areas?
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the entirely holistic product: the one 
black box that can do everything and 
anything. Some 14% said that holistic 
solutions will receive ‘significant 
investment’, while a substantial 68% 
said it will receive ‘some investment’ 
– testament, perhaps, to the extent to 
which banks want something like this 
but also to how far from execution it 
remains. Some 18% said it will receive 
no investment at their firms.

A tidal wave of data

Meanwhile, workflow automation 
tools for supervisors will receive 
‘significant investment’ in the next 
24 months, according to 18% of 
correspondents while over 60% 
said it will get ‘some investment’ 
and 15% said ‘no investment’ at all. 
Management information tools have a 
higher chance of receiving ‘significant 
investment’, it seems, with 24% of 
replies saying this will occur. 

A little under 60% said management 
tools will get ‘some investment’ and 
almost 20% said ‘no investment’. 
Both workflow automation tools 
and management information tools 
represent an effort by banks to get 
on top of the vast amount of data 
they are now churning out. Most chief 
executives of banks say, only a little 
in jest, that they now run technology 
companies that do financial services. 

But supervisors are drowning under 
this sea of data, alerts and red flags. 
There has to be an effort to manage 
this data better, to streamline it and 
organise it for speedier and more 
meaningful consumption. This is one 
of the biggest issues facing banking 
today, something all in the front office 
control function wrestle with, and 

it is not surprising that a majority of 
those in the 1st line of defence think 
these areas will receive at least some 
investment in the next year or two. 

Designing the perfect dashboard

Next on the list, and in terms of 
likely spend ranking only just 
below workflow automation 
tools for supervisors, stand 
supervisory dashboards. Almost 
20% of correspondents think these 
instruments will attract ‘significant 
investment’ and 64% said there will be 
‘some investment’ in this area. 

Most supervisors at tier one banks 
now have supervisory dashboards to 
which alerts are uploaded. But there 
are significant differences between 
the technologies employed by the 
big banks, and few seem to have hit 
on the optimum solution. 

“There are a lot of differences in the 
types of dashboards banks use,” says 
Scott Levine, a director at PwC in New 
York in the financial services digital 
capital markets consulting unit. “Some 
have automated generated alerts, 
some do it manually. Some dashboards 
act as a system and data aggregator 
while others have rules engines built 
in. Every one is in a different spot along 
the maturity curve.” 

People power?

Only 5% of correspondents think that 
the staff headcount, both onshore 
and offshore, will receive ‘significant 
investment’ Around 50% think the 
staff head count onshore will receive 
‘some investment’, with a little less, 
around 47%, saying offshore head 
count will receive ‘some investment’. 

Just over a third, at 38%, said the 
offshore head count will get ‘no 
investment’ and 34% say the onshore 
head count will receive no spending. 
This data seems to suggest that most 
people agree that the days of great 
burst of voluminous staffing in front 
office controls are over. Recruitment is 
likely to continue, but not at the helter-
skelter pace of the last few years.

The majority of senior control 
officers agree, however, that 
recruitment of the right personnel 
remains a significant objective and, 
notwithstanding the central role 
technology is expected to have in the 
next few years, there is no substitute 
for good people. The recruitment of 
these people is never easy.

According to Simon Tuke-Hastings, 
partner, head of risk, analytics and 
regulation at Hammond Partners, 
the London recruitment firm, it is vital 
for the front office controls function 
to recruit people from a sales and 
trading background if they are to 
command the respect of the front 
office. But it is not easy to persuade 
people to leave the excitement 
and hurly-burly of trading for the 
somewhat more arid territory of risk.

Even those who are tempted to leave 
sales and trading for a front office 
control function, perhaps because 
there’s a reduction in force on the 
trading floor, might only do so as a 
temporary measure and will look for a 
return to trading as soon as possible. 
This is not conducive to stability for 
the function. 

The answers, in this as in other areas 
of investment in front office controls, 
are not easy to find. 

“The firm is making a significant commitment to surveillance. This isn’t 
just about meeting the needs of regulators but because it’s a good way 
to do business.” 

Rupert Jolley, HSBC
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The structure of 
the front office 
control function

Chapter III
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The front office controls function 
requires a blend of different skill sets 
and experience, so it is perhaps not 
surprising that when 1LoD asked the 
industry from which areas it expects 
to recruit talent in the next 12 
months, there was not a great deal 
of consensus.

According to responses, the three 
most popular categories to supply 
the front office control area with 
staff were the front office chief 
operating office, operational risk and 
compliance. These three areas each 
attracted 19% of the vote.

Yet, according to Simon Tuke-
Hastings, a partner and head of risk, 
analytics and regulation at executive 
search firm Hammond Partners, this 
is an unlikely outcome. While he is 
prepared to believe that the front 
office COO will provide recruits to the 
control function in the future, it is far 
less likely that operational risk and 
compliance will do so. 

Moving on from phase one

During the first phase of the 
development of the front office 
control function, top tier organisations 
recruited heavily from operational 
risk and compliance. And it didn’t end 

»

Contributor to the article

Who is cut out for front 
office controls?

Skilling the front office controls function means casting a wide 
net over compliance, regulation, advanced tech and more. But, 
as a number of recruiters told 1LoD, to control the front line, 
what you need most is front line DNA.

Simon Tuke-Hastings,  
partner, head of risk, analytics 
and regulation,  
Hammond Partners
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well. “It created a major issue across 
the sell side in general, where few got 
it right,” Tuke-Hastings says. “You had 
people sitting in front of the head of 
a trading desk trying to influence him 
or her about changing the business 
and it became very clear they had 
never sat on a trading desk and didn’t 
understand the dynamics. They got 
steamrollered.”

Consequently, it seems likely that the 
second phase of development will 
be characterised by recruitment from 
people already in the front office. Some 
17% of correspondents said that their 
bank would recruit sales and trading to 
fill seats in front office controls. 

As one senior risk officer at a major 
global firm headquartered in New York 
comments: “If you’ve never sat on a 
trading desk, never been exposed to 
the conduct and norms of sales and 
trading, it is quite difficult to be the 
set of ears and eyes that assesses the 
reasonableness of that conduct.”

Tuke-Hastings agrees. He believes 
the pattern will be established from 
the top down, with 90% of the most 
senior control jobs being filled by 
those who headed trading desks 
or, indeed, ran global markets 

operations. Further down, those who 
have sat on a trading desk will be 
sought after for control jobs. 

Another recruiter is particularly 
surprised by the prominence of 
compliance in the survey. “People in 
compliance know about regulations 
but without the front line DNA, they 
will get crucified,” he says.

Traders tough to convince

However, whether banks will be 
successful in recruiting from sales 
and trading in sufficient numbers 
is a different question. People who 
sit on sales and trading desks are 
better remunerated than is common 
in the control function, so a switch 
to supervision isn’t always the most 
logical move.

Indeed, recruiters say that it is almost 
impossible to get people who have 
been running their own trading books 
to switch over to the control function. 
However, those traders that have 
been axed from their jobs would 
consider it, they add.

But this brings its own risks, as those 
ex-traders may consider a role in the 
front office control function as merely 
a temporary berth before a return to 

Show me the money: How well 
does a front office controls 
role pay?

For the very top jobs in front office 
controls, the financial rewards 
are considerable. Those who are 
recruited internally from, say, a role 
running global markets, can expect 
to earn multiple millions, say top 
City recruiters.

However, if a head of front office 
controls is recruited externally from 
another similar function at a rival 
institution, that is to say if they are 
controls specialists without the 
most senior trading experience, 
the rewards are less exalted. These 
people, all managing director level, 
could hope to command perhaps 
£400,000–£500,000, of which 
around £250,000 will be basic salary 
and the balance bonus.

Directors in front office controls 
might earn a total of around up to 
£200,000 per year, while a senior 
vice president in the same function 
would be remunerated to the tune 
of £130,000–£140,000 annually.

As one senior risk officer at a major global 
firm headquartered in New York comments: 
“If you’ve never sat on a trading desk, never 
been exposed to the conduct and norms 
of sales and trading, it is quite difficult to be 
the set of ears and eyes that assesses the 
reasonableness of that conduct.”
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trading, and will use the time on the 
trading floor to network and get back 
to trading.

“It is tough to recruit externally to 
controls from front office trading. 
A lot of the movement from one to 
the other that does occur happens 
internally and happens at a senior 
level,” says Tuke-Hastings.

No tech talent?

What is also interesting about the 
results of this poll is that only a little 
over 10% of correspondents said 
that they expected their firms to 
recruit in the field of technology. Yet 
everyone in the industry agrees that 
the front office control function will 
be making increasingly heavy use of 
machine learning, AI and new forms 
of technology to do the job of, say, 
surveillance – a job currently still 
done largely by human beings. 

Recruiters say that they are not 
surprised by this result, however, 
and add that it is very rare for staff to 
move from technology to the front 
office. “I’ve never been involved in 
moving someone from technology 
to the first line control function,” says 
one recruiter. “It has happened to 
others – but it’s an outlier.” 

Moreover, only 12% of those polled 
said that they expected banks to 
recruit talent that has expertise in 
regulation. This also might strike 
the casual observer as somewhat 
surprising, and one wonders what the 
regulators themselves might make of 
this data point.

While the regulatory heat might 
have been turned down a notch in 
recent months, it would be naïve to 
assume that attention has turned 
away altogether. More rules may still 
be coming, while those that have 
been passed down over the last 

three or four years require detailed 
knowledge for full compliance.

“Recruiting to this area is challenging,” 
concludes Tuke-Hastings. “Every firm 
has a different idea of what they want 
in the seat. Not all trading desks see 
value in it, or they don’t know if it’s a 
permanent job or a six-month build. 
Some just say ‘get me traders, get me 
traders’, in which case they should 
probably look internally.”

How has the size 
of your front office 
controls team 
changed in the 
past 12 months and 
how will it change 
in the next 12 
months? 
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19 March 2019, The Pierre, New York

“1LoD continues to improve on it’s already sterling 
reputation as the leader in thought and delivery for the 
Business Control operations within Financial Services.”

Kevin Jackey, Chief Risk Officer, Americas, TP ICAP

For further details please go to www.1lod.com/new-york-2019

Summit
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Many of our clients are banks that 
are looking to establish or enhance 
existing control and conduct 
frameworks. We also work with 
investment management firms and 
other financial services companies 
that are looking to do the same thing. 
To date, the focus has been directed 
chiefly at the wholesale banks, but all 
parts of the wholesale and consumer 
markets, including buy-side firms, 
brokers and infrastructure firms are 
building out and enhancing their front 
office control frameworks.   

What should it look like?

The Senior Managers and Certification 
Regime (SM&CR), which will be 
applicable to all UK financial 
services firms in 2019, is clear that 
accountability for front office risks 
resides with the business and lies with 
the senior managers and certified staff 
of the front office. In addition,  
MiFID II, the Market Abuse Regulation, 
and the Benchmarking Regulations, 
have introduced enhanced 
expectations with respect to controls 
in many areas. 

In line with regulation, we would 
absolutely expect our clients to have 
a robust 1st line of defence, and that 
includes an effective front office 
controls framework. Historically, all too 
often, firms have relied too heavily on 
the 2nd and 3rd lines of defence. 

We stress to clients that the front 
office must drive the controls agenda 
within the 1st line and connect through 
into the 2nd line control framework. 
The front office knows the business, 
they know the clients, they know 
the key risks, they understand the 
market impact of misconduct and 
they understand the motives of those 
on the desk. It is key that the control 
agenda is driven by the first line as 
opposed to a compliance or risk 
function telling the front office what 
they should look out for.

Today, there is more likely to be a 
robust 1st line of defence than there 
was a few years ago but gaps still 
exist and improvement is widely 
needed. The terminology may vary, 
as some firms have a chief controls 
officer, while others have a risk and 
controls officer. In general, all firms 
have a front office control function that 
monitors key risks. We offer expertise 
in reviewing these functions and 
ensuring that the control framework 
is robust, control processes are being 
followed, any required attestations are 
being made, and that 1st line controls 
are separate from a strong 2nd line of 
defence.

We would expect clients to have 
their 1st line risk assessment, and 
for purposes of consistency and 
reporting we would expect to see a 
collective taxonomy, with consistent 

An impenetrable 
1st line

»

Contributor to the article

Rebecca Deane, 
associate director, 
Grant Thornton UK LLP

Building a strong control framework is now a sector-wide necessity. Associate 
director Rebecca Deane outlines how Grant Thornton helps firms get it right. 
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methodology and definitions, across 
an organisation. Additionally, we 
expect that the 1st line looks at these 
risks independently of its 2nd line.

What do we find?

Are we sometimes surprised by what 
we find? Sometimes, yes. Some have 
the controls in place but not the proper 
documentation to support that they 
are operating effectively. Others might 
have controls that are not functioning 
properly. Often policies, procedures 
or reviews might be missing, or the IT 
configuration has changed and is not 
working as it should.

But the biggest issue is when relevant 
controls have not been designed at 
all. The firm might have identified a 
source of potential misconduct or 
abuse within the organisation, but it 
hasn’t thought about the controls that 
should be in place to prevent abuse 
in the first place or detect it quickly. In 
these instances, we work with the firm 
to design appropriate controls.

A question of culture

It’s also very important that clients do 
not rely just on controls. We expect 
firms to seriously consider culture and 
conduct. This is key. 

We look at three main areas. First, 
does the remuneration structure 
reward undue risk taking and 

insufficient attention to the needs of 
the firm’s clients? Secondly, is there a 
consistent messaging about culture 
from the top of the organisation and 
senior managers? And, thirdly, are the 
messages from the top being instilled 
into daily business practice? 

The control framework cannot just be 
backward-looking either. Firms often 
focus on past misconduct or current 
risks, but they should be forward-
focused and, for example, identify 
political or regulatory risks on the 
horizon. Firms should also be looking 
outward as well as inward when they 
assess possible risks. 

Monitoring and surveillance advice 
is a part of what we offer to clients, 
both front office monitoring and 
T+1 compliance surveillance, while 
understanding the data used. 
Investment managers are enhancing 
their surveillance programmes, too. 
We work across the first two lines of 
defence to develop policies and put 
standards and processes in place, 
recognising that the same data can 
be used by more than just the front 
office. And where they already have 
these in place, then we help to devise 
enhancements. 

Today, there is more likely to be a robust 1st 
line of defence than there was a few years ago 
but gaps still exist and improvement is widely 
needed. The terminology may vary, as some firms 
have a chief controls officer, while others have a 
risk and controls officer.

exPerT vieW

The ultimate control framework

Key components that we would 
expect of a 1st line of defence 
control framework are:

• Supervision framework

• Standards and procedures 
covering key risks, controls 
and regulations

• Conduct framework

• Control metrics and 
documentation

• Organisation and reporting / 
escalation structure

• Self-assessment, lessons 
learned and assurance activity 
to self-identify and correct 
issues

• Surveillance

About Grant Thornton

Grant Thornton, an independent 
advisory firm, is a provider 
of solutions to banks and 
investment firms needing to 
develop and improve their risk 
control function. There has 
never been more need for these 
services, as regulators across the 
world make improving control 
and conduct within the financial 
sector a priority.
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Rupert Jolley’s career path to 
becoming chief control officer at 
HSBC’s global banking & markets 
(GBM) division in London has not 
been a straight one. After graduating 
in law from Queensland University 
of Technology in 1983, he spent the 
first period of his working life as a 
litigator. From there he worked for 13 
years at UBS in a number of different 
roles that ranged from front office 
structuring, legal and risk manager 
to board member. Immediately 
prior to joining HSBC he was a chief 
adviser to the Australian treasury in its 
financial services division. 

In December 2016, he was appointed 
to his current position, and it’s hard 
to imagine any previous role having 
such a wide remit or presenting as 
many varied challenges.

It’s a huge job: GBM is perhaps 
the most truly global of all the tier 
one wholesale institutions with a 
presence in more than 50 different 
countries and 24,000 employees. 
Jolley is responsible for running the 
1st line control function across the 
non-financial risk portfolio for all four 
business lines – markets, banking, 
securities services, and global 
liquidity and cash management 
(GLCM). 

A mammoth task

Given the enormous diversity 
and breadth of the institution, it is 
perhaps surprising that HSBC has 
opted to place responsibility for the 
stewardship of so much non-financial 
risk and the establishment of a 
uniform risk management standard 
within GBM at the door of just one 
man. It’s a minority of institutions that 
have one CCO responsible for so 
much of one organisation and most 
don’t have the complexities of HSBC.

But, says Jolley, HSBC thought it 
through carefully. “In some banks, a 
portion of my role would be picked 
up by the chief operating officer, but 
due to the complexity of risk here we 
believe it makes sense to have one 
dedicated control function. And the 
decision was made before I arrived 
to give greater ownership of the 
management of the non-financial risk 
and control agenda to the 1st line,” 
he says. Since, HSBC has replicated 
the control office structure across its 
other divisions.

In the last nine months or so, HSBC 
has reorganised the control office 
to create a single function. The new 
management structure within the 

»

Contributor to the article

The life of a CCO
It’s hard to imagine a role with as wide and varied a remit as 
chief control officer for global banking behemoth HSBC. As 
Rupert Jolley tells 1LoD, it’s not just about finding problems, 
but their solutions.

Rupert Jolley, chief 
control officer, global 
banking and markets, 
HSBC

Do you have an overall 
chief control officer 
who has responsibility 
for multiple divisions 
in your business? 

Do you have an overall Chief Control officer who has
responsibility for multiple divisions in your business?

Yes No

Source: 1LoD's 2018 Global Benchmarking Survey & Report 
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control office is designed to maximise 
its influence and to hopefully put 
the senior leadership in a stronger 
position to manage the risk portfolio. 

A team effort

Within the control office, there are 
CCOs for each of the four business 
lines alongside market operations, 
which report to Jolley and also to 
either the COO or their divisional 
head. In order to manage its wide 
geographical span, GBM have been 
building out its regional capabilities. 
There are now four CCOs for each 
region which report into Jolley as well 
– the Americas, Europe, Asia-Pacific 
and Middle East, North Africa and 
Turkey (MENAT). 

Some of the larger regions have 
sub-regional CCOs as well, so that, for 
example, the Americas also has CCOs 
for Canada and Latin America. Seven 
of these eight CCOs are managing 
directors – testament, says Jolley, to 
the importance HSBC invests in these 
roles and the prominence it gives to 
the whole issue of non-financial risk.

This team bring a variety of experience 
and skill sets. Some hail from the more 
exotic end of product control in the 
investment bank, some are lawyers, 

some with a trading background, 
or a compliance background, or an 
operational risk background, or an 
IT background, and there is one with 
experience in algo trading. 

Kevin Sawle, currently CCO for global 
markets, is due to retire at the end 
of this year after a 41-year career at 
HSBC. He will be replaced by Chris 
Salmon, who has been at the Bank 
of England for 25 years and since 
2014 has been executive director 
of markets – thus bringing another 
much-needed skill set to the table.

Great challenges

Beneath this upper tier sit no less than 
500 people in the front office control 
function across the globe. The explicit 
responsibility of these individuals, says 
Jolley, is to provide a clear view at 
all times of non-financial risks to the 
management and to provide solutions 
if there are weaknesses.

“I want to avoid – and this happens 
at other firms – a situation where the 
control officer does a lot of ex-post 
static testing because our whole 
ambition is to develop techniques so 
that control can be monitored in real 
time. Our principal focus is process 
integrity,” he says.

Attainment of these goals is not 
straightforward in an institution as 
large as HSBC and one that faces a 
wide range of different regulators, 
but Jolley insists it can be done. The 
organisation is determined to develop 
risk management standards that 
meet the expectations of all different 
regulators, he says.

Moreover, it cannot afford to think 
only locally when implementing 
standards. Any initiative taken in a 
region will have a cross-border effect, 
so it is impossible for a firm like HSBC 
to look only at local standards. This 
is a challenge it faces alongside all 
global banks.

Surveillance and beyond

To help meet these different and 
exacting standards, and to develop 
a global conduct standard, HSBC 
has made a “significant commitment 
to surveillance”, the principal thrust 
of which is directed at the markets 
business. Jolley says this is “expensive 
and the investment pipeline will 
continue for many years to come”, but 
the upside is that the banking industry 
is experiencing a period of seismic 
change in the sphere of surveillance 
technology so that its power and 
helpfulness is increasing exponentially.

“The starting point is behaviour. Controls 
are necessary but they’re not sufficient.” 

Rupert Jolley, HSBC
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However, there is also no substitute 
for having the right people at the right 
desks, and here the mantra of diversity 
is espoused. Jolley believes it is crucial 
to the control function to have people 
with skills and knowledge in all areas, 
such as trading, regulation, operational 
risk and banking. “We need to have a 
bench that can come to the table and 
speak with authority on all aspects of 
risk management, and we will continue 
investment in this area,” he says.

To the outsider, perhaps, HSBC 
appears vast and slow-moving. 
Indeed, those on the Street 
sometimes suggest that its sales 
and trading function is more set in its 
ways than others, and has been more 
resistant to the new wave of controls 
sweeping the industry. 

If true, this would only make Jolley’s 
already heavy responsibilities that 
much more burdensome, but, he 
says, this impression is not well-
informed. “In my experience, in the 
last 18 months, management has 
been very responsive to sensible 
and effective change, and is 
responding very rapidly to better risk 
management initiatives,” he explains.

A focus on conduct

Of course, there have been several 
high-profile failures of conduct 
and operational risk in recent 
years. In 2012, HSBC was fined 
$1.9bn by US courts and entered 
a period of a deferred prosecution 
agreement (DPA) after its Mexican 
business laundered $881m for two 
Latin American drug cartels. The 
restrictions imposed by the DPA have 
since been lifted. 

The incident perhaps exemplified the 
difficulties of incorporating a global 
standard of conduct and procedure in 
a bank as large and sprawling as HSBC. 
But Jolley insists it can and must be 
achieved. “Our objective is to operate to 
a global standard and this is one area 
you have to get right,” he says.

Then, in April 2018, ex-currency trader 
Mark Johnson was sentenced to two 
years’ imprisonment by a US court for 
front-running a $3.5bn client order in 
2011. While not commenting directly 
on the Johnson case, Jolley says that 
the control function is in the ‘engine 
room’ of the whole conduct agenda 
at HSBC and that a key part of its 
remit is to foster the environment in 
which good conduct is made easier. 

Jolley’s vision

“The starting point is behaviour. 
Controls are necessary but they’re 
not sufficient. Yes, we have made a 
heavy investment in surveillance, 
but we are also investing heavily 
in communication, training, the 
re-evaluation of our performance 
assessment model and our hiring 
practices,” he explains. 

It’s very important that the control 
function at HSBC doesn’t just point 
to weaknesses, but comes up with 
resolutions and fixes, he says. The 
challenge is not to just come along 
after the event but to be in a position 
to advise where the weaknesses are 
at any point in time and to be part of 
the remedy. 

Jolley concludes: “If I had one 
objective for 2018, it would be to 
reshape the role of the control 
officer so that all 500 understand 
that their job is to come to the table 
and not only guide the organisation 
in the field of control but to provide 
solutions. We’re not there yet, but 
we’re firmly on the right path.” 

Where does the front office controls 
function report to?

Where does the front office controls function report to?

53.00%

10.00%

16.00%

21.00%

Chief operating officer Chief controls officer Chief administrative office

Head of markets

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

“I want to avoid a lot of 
ex-post static testing… our 
whole ambition is to develop 
techniques so that control can 
be monitored in real time.” 

Rupert Jolley, HSBC
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5 December 2018      Hong Kong

Best Practice for Control Functions 
within the 1st Line of Defence

Proposal prepared for:Sponsorship and 
Exhibition Opportunities

Summit

22 January 2019, Hong Kong

For further details please go to www.1lod.com

“Congratulations on another excellent 
conference. Your work is making a really 
big contribution to the industry”

Darren Jarvis, Managing Director, Global Head 
of Business Controls and Supervision, Markets 
Division, Citigroup. 

An attendee at both the 1LoD London 2017 and 
New York 2018 Summits. 
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The phrase ‘controls assurance’ is 
yet another slice of jargon to be 
added to the long list of buzzwords 
and catchphrases that have recently 
emerged in the world of front office 
controls. However, this time it is more 
than just fashionable nomenclature: 
it’s an important element of how the 
better controls functions assess if the 
business’s residual risk is within appetite. 

To what extent, however, that controls 
assurance is firmly embedded and 
fully understood within financial 
institutions remains to be seen. To get 
a better handle on the current state of 
play, 1LoD, spoke to Peter Stockwell, 
a 1st line of defence expert in the 
financial services assurance practice 
at Parker Fitzgerald, the global 
management consulting firm focused 
exclusively within the finance sector.

The process of controls assurance, 
Stockwell explains, refers to the 
various processes and methodologies 
employed within the 1st line of 
defence, first to establish the control 
framework and second to both assess 
the adequacy of front office controls 
and also gauge if the residual risk is 
within appetite. Essentially, they’re 
controls over the controls.

Own your own controls

There are a number of overarching 
principles that guide the 

implementation of a comprehensive 
controls assurance framework. First 
and foremost, all 1st line business 
functions must take complete 
responsibility for their control 
framework and the effectiveness of 
the mechanisms therein. This should 
be the cornerstone of the established 
principles of any in-house risk and 
control self-assessment (RCSA) policy. 
The 1st line owns the business and the 
risks associated within; they must also 
own the control environment.

While this is an indisputable 
underpinning philosophy, the 
substance of the assurance process 
is furnished by controls testing. 
The 1st line of defence needs to 
establish controls testing teams that 
regularly monitor and stress test the 
mechanisms in place, and report their 
findings to 1st line management. 

“Control testing represents the most 
rigorous form of controls assurance,” 
says Stockwell. “Although the 
testers are independent of the staff 
operating the controls, the testing is 
still performed within the 1st line of 
defence. It is therefore referred to as 
line 1.5 sometimes. This is also key 
for other areas, such as determining 
the level of capital required for 
operational risk”.

Controls over controls »

Contributor to the article

Peter Stockwell, 
financial services 
consulting, Parker 
Fitzgerald

Every good controls function should have it, but what does controls assurance 
really involve? We asked 1st line of defence expert Peter Stockwell of Parker 
Fitzgerald for the lowdown. 
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Everyone benefits

Control testing in the 1st line offers 
distinct benefits to the operational 
effectiveness and resilience of 
financial institutions. 

The key advantage of control 
testing is the swift identification and 
remediation of gaps or deficiencies 
in front office controls. The principles 
of the RCSA should be used as a 
guiding template to identify both 
material risks and key controls to be 
tested. And only those controls that 
pass the design assessment phase 
will proceed to detailed testing for 
operating effectiveness. 

The 1st line controls committees 
should be kept aware of the status of 
controls testing and related issues, 
including monitoring and validation of 
remediation. Any risk events related 
to control failures should be subject 
to detailed root cause analysis, 
and controls should be amended 
wherever necessary.

Controls testing also has wider 
benefits across the business. For 
example, the use of control testing 
in executing thematic reviews of key 
processes or imminent regulatory 
requirements will affect the whole 
business. This offers more effective 
guidance in the allocation of limited 

budget in the current low-rate, low-
profitability banking environment. 
The remediation of weaknesses in 
trade booking will relieve pressure on 
downstream processes and controls, 
which extends the value of control 
testing beyond the 1st line of defence.

Backed up by data

Effective controls testing is key to 
realising robust controls assurance 
in the 1st line. But it needs to be 
complemented with the use of 
advanced technology, appropriate 
in-house controls framework and 
assurance policies. 

The use of advanced data analytics 
in the 1st line will help enhance the 
quality of controls assurance. Through 
the testing of significantly more data 
points and types, data analytics 
enables higher levels of assurance 
with reduced effort and cost. 

As a guiding template for the controls 
assurance process, having an in-house 
RCSA is key. The RCSA should identify 
the business’s key risks and relevant 
controls to determine the scope of 
controls testing. 

Additionally, the business should 
be required to perform an internal 
assessment of the operating 
effectiveness of each control they own, 
typically on an annual basis, before 

concluding on the level of operating 
residual risk.

What does good look like?

Finally, every institution needs a 
controls assurance policy, outlining 
the methods and processes for 
providing assurance and stipulating 
the minimum adherence standards.

“The definition of ‘controls assurance’ 
may vary across different institutions; 
these elements are at the heart of what 
‘good’ looks like in the overall controls 
assurance process,” says Stockwell. 

Significant inconsistencies remain 
across the industry when it comes 
to 1st line of defence controls 
functions. Some leading banks 
have considerable maturity and 
sophistication, bolstered by both 
the principles and methodologies of 
control assurance. But for the majority, 
says Stockwell, “the journey may have 
just begun”.

“The definition of ‘controls assurance’ may vary 
across different institutions; these elements are at 
the heart of what ‘good’ looks like in the overall 
controls assurance process.” 

Peter Stockwell, Parker Fitzgerald

exPerT vieW

“Control testing represents 
the most rigorous form of 
controls assurance.” 

Peter Stockwell, Parker Fitzgerald
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Société Générale’s Ian Fisher knows a 
few things about risk culture.  Holding 
a distinguished career at Société 
Générale, Fisher took a series of senior 
management roles in capital markets 
before becoming global head of 
syndicate in 2007. In 2009 he became 
group country head for the UK, and 
in 2016 he took up his current role as 
group programme director for conduct 
and culture. Given the breadth of his 
experience, 1LoD felt he was ideally 
placed to answer our questions on the 
challenges and benefits of building an 
effective risk culture. 

Building an objective risk 
framework, with appropriate 
controls and mechanisms, is only 
half the battle. Building a culture 
is necessarily more nuanced and 
subjective. What did you use as 
your guide?

Fisher: If you look at what occurred 
in the crisis and thereafter in our 
industry, in terms of misconduct 
and misbehaviour – much of what 
happened was the result of poor 
culture and weak organisation. A 
very important report in the post-
crisis world was the G30 Banking 
Conduct and Culture Report of July 
2015. This is a seminal document. 

We used this as a framework to 
construct our own Culture & Conduct 
Programme. It established five core 
principles and the first of those was 
for a fundamental reassessment of 
culture. The others are for proper 
governance and accountability, 
to ensure proper performance 
management and incentives, to 
ensure strong processes for training 
and development and, finally, to 
have in place a three lines of defence 
model. Key to the latter is for the first 
line to have ownership of culture and 
conduct as well as business risk.

Control is about having the right 
framework but more important is 
having the right culture and right 
governance, because if you don’t have 
the right culture and governance, it 
doesn’t matter what framework you 
have because you will fail.

Based on the principles of the G30 
report, we have developed our own 
unique and very comprehensive 
programme, covering all our 
businesses across 65 countries and 
our 140,000 employees. It covers 
governance, all aspects of human 
resources, communication, conduct 
and cultural change. The G30 report 
sets out the guidelines but it’s up to 

each bank to determine how it wants 
to implement its own programme.

What are some of the challenges?

Fisher: Changing an organisation 
is relatively simple. Changing 
behaviour built up over years is 
more challenging and people need 
to understand the purpose and 
what you are trying to achieve. So 
you have to have clear messaging, 
and communicate that message 
consistently and persistently, as 
well as ensuring your performance 
evaluation and other HR processes 
support that objective. It takes time, 
so you have to be patient too and 
recognise cultural change is not 
something you can achieve overnight. 
Anchoring a culture of responsibility, 
shared by all our staff members, is 
a priority at the heart of our 2020 
strategic plan ‘Transform to Grow’.

Another big challenge is how to 
measure progress. It’s not as if this 
is measurable in the same way as a 
breach of compliance regulation. You 
have to look at conduct. Conduct is 
the visible evidence of culture, the bit 
of the iceberg above the water. So, 
you look to see: do people perform 
the controls? Are the controls 

»

Contributor to the article

How robust is your 
risk culture?

Control needs a strong framework, but without a strong culture 
of ownership and conduct, that framework will crumble. So 
how do you instill the right values and measure progress? 
1LoD asked an expert –  Société Générale’s group programme 
director of culture and conduct, Ian Fisher.

Ian Fisher, group 
programme director of 
culture and conduct, 
Société Générale
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respected? Is there appropriate 
sanctioning? Do people respect 
mandatory training? Are audit report 
recommendations dealt with in a 
timely manner? Do people ‘walk the 
talk as well as ‘talk the talk’?

You can also find out what staff are 
thinking through internal surveys 
and external consultants. We look 
at feedback from stakeholders, 
employees, clients and investors. But 

it is a challenge to provide evidence 
or to measure culture.

What are the benefits of a better 
risk culture?

Fisher: There are multiple benefits. 
We want to make our culture a factor 
of differentiation, in terms of the 
attractiveness of our firm both as a 
place to work and how we deliver 
to clients. This is different to a pure 

culture of compliance, which is a 
regulatory requirement. 

If you succeed in building a better 
culture, you’ll have a more engaged 
workforce, which will provide a 
much higher performance for the 
company and deliver higher quality 
service to our clients. That is our 
ultimate objective. We want to be the 
reference bank for our clients.

 “Every senior manager must 
understand that his team will 
listen closely to what he says 
but they’ll look even more 
closely at what he does.” 

Ian Fisher, Société Générale
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Do you encourage staff to inform 
management if they see or hear 
breaches of core values?

Fisher: Well, there is a formal, whistle-
blowing process mandated by law to 
be followed if people see a breach of 
a regulation or a law.

But we also want to encourage an 
environment where people feel free 
to speak up. If people feel free to talk 
and that they will be listened to then 
you will discover things you won’t in 
an atmosphere of fear. So, yes, we 
encourage people to exercise their 
responsibility to protect the firm and 
our business. You also have to make 
sure misbehaviour is appropriately 
sanctioned; otherwise you’re saying 
implicitly it isn’t important.

It’s very important that managers 
know their role here. Management 
is changing a lot these days and 
you see a less hierarchical, flatter 
structure, in which managers are 
more like player/coaches and are 
there to assist their staff. A closer 
proximity between manager and 

managed creates the environment 
where people feel free to speak up.

Isn’t there a danger that this 
creates an unpleasant working 
environment where people don’t 
feel free to be themselves and 
crack jokes etc?

Fisher: On the contrary, you want 
people to be themselves, but you 
want an environment where there 
is respect. Respect for people, and 
for diversity. That’s very important. 
Training is also part of this, because 
what might be lighthearted banter 
to some people is perceived as 
harassment by another. So you need 
good education and training to make 
sure people know where the line is, 
what is appropriate to say and what 
the impact on others might be.

Does change have to come from 
the top?

Fisher: Yes, it absolutely only works if it 
is carried out by top management and 
they live by those principles. If people 
see that there is a difference between 

what is said and what is done, they 
will take their lead from that. We 
put a great deal of emphasis in our 
programme upon exemplarity. Every 
senior manager must understand that 
every member of his team will listen 
closely to what he says but they’ll look 
even more closely at what he does. 
If you have a disconnect here, you’ve 
got a problem. 

Is a Jerome Kerviel type 
experience much less likely now?

Fisher: Yes. When you build a culture 
where people understand the values, 
ethical standards and integrity that 
are required, and you combine that 
with a strong compliance, culture 
and control framework, then you 
substantially reduce the risks of those 
types of events and we have taken all 
necessary actions to ensure a fraud 
of this magnitude could not happen 
in the future. Banks do learn from 
mistakes but at the same time you 
cannot be complacent and think that 
it will never happen again. Because 
that is when you will be at risk.

“What might be lighthearted banter to some people is 
perceived as harassment by another. You need good 
education and training to make sure people know where 
the line is.” 

Ian Fisher, Société Générale
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» Visions of the future
1LoD asked two control experts to look into their crystal 
balls and discuss how they envisage the front office control 
mandate changing.

How will the front office control 
mandate evolve? 

Jamie Hamilton, global business 
control officer, global markets, JPM:

“First, it will move in line with the 
evolution of the businesses, so 
increasing automation, electronic 
trading, new data techniques and 
so on will lead to new risks and 
necessary controls. Secondly, 
front office control functions are 
new and have probably taken on 
responsibilities that should sit 
elsewhere. So, the mandate will 
also be sharpened up, in particular 
as firms think about the total cost of 
controls.”

Neil Saunders, head of front office 
business management and control, 
Mizuho International: 

“The front office control mandate, in 
my view, will evolve with the change 
in operating models across financial 
services. As firms keep pace with 
innovation and start to move towards 
greater automation of systems and 
processes and adoption of digital 

operating models, new risks will 
emerge across the front office. This 
coupled with increased regulatory 
scrutiny around automation (see 
the current focus on algorithmic 
trading activity by the UK regulators) 
will mean a shift in focus and a firm 
understanding of new operational 
risks.” 

Where are companies investing? 

Hamilton: 

“Primarily in automation and 
technology that removes operational 
activities. Plus, the more advanced 
are looking to adopt visualization 
tools to move away from standard 
desktop tools such as Excel. 
Secondly, they’re investing in 
acquiring and developing new skills, 
in line with the changes occurring in 
the businesses.”

Saunders:

“Companies are investing in systems 
to drive a more cost-efficient process 
and have the technological platform 
to evolve. Many firms still have in place 
legacy architecture and part of moving 

to digital operating models and the 
effective use of technology to enhance 
manual processes requires that the 
foundations, the legacy architecture is 
up to date and fit for purpose.” 

So, what will the front office 
controls function look like in the 
future? 

Hamilton:

“Chiefly, it will be about monitoring 
and measuring, with new tools to 
enable interrogation of the wider 
operating environment. There will be 
new capabilities to assess risks based 
on data from a wider set of sources.”

Saunders: 

“Front office control functions will need 
to adapt to the changing landscape 
and new risks applicable to financial 
services. Historically, front office 
control functions have been staffed 
by operational risk, compliance and 
business professionals. In the future, 
systemic knowledge and technology 
knowledge may see IT professionals 
adding their own level of subject matter 
expertise to front office control teams.”

Contributor to the article

Jamie Hamilton, 
global business control 
officer, global markets, 
J.P. Morgan

Neil Saunders, 
head of front office 
business management 
and control, Mizuho 
International
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The three lines of defence model of 
risk control is now firmly established 
across banks and it would be a 
shock to find any first or second tier 
organisation that didn’t employ it. But 
there is plenty of scope for difference 
in the way the model is implemented, 
the contents of each line, and to 
whom they report. Every bank is 
doing it slightly differently than its 
peers. So, while the institutions 1LoD 
spoke to are different from each 
other in many ways – some are 
European, some are American, some 
are universal banks, others are not – 
there are also a lot of similarities.

These banks are all global firms, 
with trading and sales operations in 

the major locations trading the full 
range of markets instruments and 
asset classes. So, they all face the 
same issues and challenges when 
looking to implement an effective and 
resilient risk controls framework.

Reporting lines: a tangled 
roadmap

Jeff Rosen, managing director and 
COO for Americas global markets 
at Société Générale in New York, 
describes its formula for the 3LoD 
model as “pretty standard”. The 
first line is composed of “guys on 
the ground doing the work that 
have supervisory responsibilities”. 
The second line comprises risk 

and compliance, and its role is 
to challenge the first line. It has 
oversight responsibilities including 
financial crime, market risk and 
credit risk. The third line, meanwhile, 
comprises audit. 

However, like most organisations, 
between first and second lines, 
Société Générale has an intermediary 
layer, sometimes called line 1.5 or line 
1b. The purpose of this extra layer is to 
support the supervisors in the first line. 

The model at Morgan Stanley is 
not significantly different. The first 
line of defence comprises the 
business function, but also support 
functions like operations and finance. 

»

Contributors to the article

Building a resilient risk 
controls framework

The way each major bank chooses to interpret the ubiquitous 
three lines of defence model varies greatly. 1LoD spoke to the 
major banking players, and found that while the signposts may 
look different, they all point in the same direction.

Mark Reed, 
head of Americas 
supervisory control 
group, Société Générale

Jeff Rosen, 
managing director 
and COO for Americas 
global markets, 
Société Générale

Todd Sullivan,  
head of risk management 
for fixed income 
Americas,  
Morgan Stanley
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The second line is responsible for 
operational risk, credit risk and 
market risk. Compliance and legal 
also sit in the second line, but have 
an additional advisory function to 
support the first line. The third line, 
again, is audit.

A few firms, such as HSBC and 
Barclays, employ a group level chief 
control officer, who is responsible 
globally across all divisions for the 
control functions that sit outside of 
the traditional compliance, financial 
crime, operational and financial risk 
functions. And it’s a massive role. But 
others do not. 

At Morgan Stanley, explains Todd 
Sullivan, the bank’s head of risk 
management for fixed income, 
Americas, the second line functions 
report to a single chief risk officer, who 
has a global remit for market, credit 
and operational risk and sits in New 
York. There are also functions that 
have a different reporting line. The 
compliance, legal and global financial 
crime functions, for example, report to 
the chief legal officer, who also sits in 
New York. Meanwhile, the first line of 
defence reports to a variety of senior 
managers – operations, for example, 
reports to a chief administrative officer 

while finance reports to the chief 
financial officer. 

At Société Générale, line 1b in 
the Americas reports to the chief 
operating officer for the markets 
business, Jeff Rosen, who reports to 
the head of the markets business. 
The bank chief operating officer, 
meanwhile, is also head of technology 
and operations. 

These structures, and those at similar 
institutions, have the appearance of 
frameworks that grew up organically 
rather than according to an 
established rubric. They are also in a 
state of flux, responding to a changing 
landscape and changing regulatory 
requirements. Nonetheless, there 
is a sense that the pace of change 
has slowed in the last year or two. 
“There is less revolutionary change 
than there was a couple of years ago,” 
confirms Mark Reed, head of Americas 
supervisory control group at Société 
Générale (which sits in the global 
markets COO team).

Conflicts of interest?

One area around which there is 
considerable debate, however, is 
where the surveillance function 
should reside. Some have it in the 

first line, some in the second, while 
others have different components of 
surveillance in each.  

There is a view that market abuse 
surveillance needs more independent 
validation than specific trade 
compliance surveillance. Thus, it 
is perfectly acceptable to have 
surveillance of things like timely 
trade clearing in the first line, yet 
surveillance of market abuse – which 
implies failure of conduct issues – in 
the first line raises all sorts of conflicts 
of interest. This probably requires 
independent review and quality 
assurance testing in the second line. 

One bank confirms that it places 
trade monitoring in the first line, but 
formal trade oversight in the second 
line. Looking forward, all risk control 
officers hope and believe that in the 
next couple of years or so, trade 
surveillance will be less formally 
structured and based more on big 
data and machine learning processes. 
“That is where I would like us to go 
and I think that is fairly common 
across the Street,” says one.

Guided by machines?

All risk officers told 1LoD that in the 
next few years their organisations 

“I always tell people that our job is to take the 
haystack and find the needles. The supervisors 
need to tell us what needles matter and we’ll 
automate it more and more.” 

Jeff Rosen, Société Générale
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will become more agile and more 
nimble in their use of technology, 
with machines doing the work 
currently performed by humans. 
The leaps and bounds performed 
by machine learning and AI in recent 
years suggest that technology will be 
able to pick up patterns and judge 
normalcy in a way that is currently 
done by humans. 

“In five years’ time, we’ll have fewer 
people and we’ll rely on big data 
and analytics more,” Rosen says. “I 
always tell people that our job is 
to take the haystack and find the 
needles. The supervisors need to 
tell us what needles matter and we’ll 
automate it more and more.” But, 
warns another risk officer, the smarter 
that technology gets, the smarter bad 
actors will get. 

Every bank is worried about the 
burgeoning cost of the control 
function. But, while some functions 
can be performed adequately in lower 

cost centres, there are a number of 
processes, particularly in the world of 
surveillance, that require an intimate 
knowledge of the business. 

Moreover, there is only so much that 
can be done to curtail rising costs of 
control and the boards at most banks 
seem to realise that. This is the world 
in which banks now operate and, 
to fulfil their regulatory obligations 
as much as anything else, there is 
nowhere to hide. 

“Would you care if the cost of oxygen 
went up? Yes, but you don’t have 
much choice,” asserts Sullivan. “There 
is concern that this is a non-revenue 
producing area of resources, but the 
alternative is the inability to generate 
any revenue at all. It would be penny 
wise and pound foolish to make 
random cuts to control.”

Destination: compliance

What regulators want more than 
anything else is for banks to have the 
ability to provide evidence of control. 
If it can’t be demonstrated, then it 
can’t be proved that it exists. That is a 
cardinal principle and is the area where 
banks have moved forward a long way 
in the last decade since the crisis and 
particularly in the last five years. 

Banks can now show their liquidity 
positions, their risk positions and their 
capital positions clearly, according 
to a variety of different metrics, and 
in fact are asked to do so on every 
quarterly earnings call with analysts. 
There is no place for smoke and 
mirrors any more.

The fact that they are able to do 
so is in large measure due to the 
innovations and improvements in 
the risk environment. Though there 
is indubitably work still to be done, 
the industry can take some quiet 
satisfaction from this.

“It would be penny wise and 
pound foolish to make random 
cuts to control.” 

Todd Sullivan, Morgan Stanley

What are the biggest barriers to delivering an effective controls 
platform in your organisation? 

What are the biggest barriers to delivering an effective
controls platform in your organisation? 
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Who is responsible for performing the following tasks?
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Who is responsible 
for performing the 
following tasks?
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Supervision
Chapter IV
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Supervisory attestation platforms 
provide an auditable evidencing tool 
for the supervisors in the 1st line of 
defence who own the risk within the 
business. But questions remain over 
their usefulness, optimum frequency of 
use and what attestations should cover. 

1LoD spoke to Gaspard Biosse 
Duplan, head of the risk and control 
practice at Anchura, a data standards 
and services company. He has been 
in his current role for two years, 
and prior to that was global head of 
market risk controls and EMEA head 
of market risk regulatory liaison at 
Barclays in London. 

Global investment banks make 
widespread use of supervisory 
attestation platforms, and there is little 
doubt, says Biosse Duplan, that they 
are necessary to support supervisors 
by providing unambiguous evidence 
of how they discharge their 
responsibilities. More sophisticated 
portals also provide a panoramic and 
dynamic view of the risk profile of 
various areas being supervised.

The right frequency

But, several commentators across 
the industry agree, they are also a 
number of significant shortcomings 

both in the attestation model and 
the manner in which it is being 
implemented. All too frequently, 
says Biosse Duplan, banks spend a 
great deal of time building large and 
expensive systems that, for example, 
incorporate the use of AI, but that 
retain basic flaws, giving underlying 
data that is not complete, accurate or 
standardised.

Banks tend to have an ambitious 
vision of a supervisory platform as 
a centralised tool that consumes 
feeds, front to back, across the 
whole controls library. And while this 
is possible, it is very expensive and 
takes years to build. In the meantime, 
the institution has to cope with an 
inadequate and one-dimensional 
tactical modus operandi that simply 
compiles monthly or quarterly email-
based tick-box attestations.

These types of laundry list 
attestations quickly become merely a 
check list exercise, providing little in 
terms of risk detection and mitigation, 
or evidencing of a robust risk culture. 
Moreover, if supervisors are asked 
to attest more frequently than, say, 
every month, the process quickly 
loses all meaning. Most tier one 
institutions are moving away or have 

moved away from a daily or even 
weekly attestation model. 

According to the 1LoD benchmarking 
survey, 24% of those polled said that 
supervisors within their organisations 
were required to attest monthly and 
another 24% said quarterly. Some 16%, 
however, said weekly and another 
16% said that their supervisors 
perform attestations on a daily basis. 

Start simple, aim higher

Biosse Duplan believes the most 
successful portals are those that have 
placed the accumulation of data – that 
is to say, supervisory controls – and 
front office knowledge at the forefront 
of the system, rather than getting 
carried away with cramming in as 
much state-of-the-art technology as 
possible. “For example, some banks 
are simply using a dynamic SharePoint 
[a web-based collaborative platform 
that integrates with Microsoft Office], 
relying on a standardised library of 
risks and controls, plus quarterly 
supervisory packs, and that works 
pretty well,” he says.

A controls expert who was responsible 
for building the platform at a major 
tier one firm told 1LoD that the 
organisation in question was focused 

»

Contributor to the article

Attestation platforms: 
Our great expectations

A standard tool for the control officer, supervisory attestation 
platforms also have great limitations. Are we asking too much, 
or can they be built to be better?

Gaspard Biosse Duplan, 
head of risk and control 
practice, Anchura
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on better control of authorised trading 
to the exclusion of much else. That 
was the priority, so essentially the 
portal became simply a container for 
all the 500 or so controls and 200 or 
more attestations that it was asking its 
supervisors to perform.

If they were doing it again, it would 
be better to start from a different 
perspective and construct a platform 
that could provide insights on all the 
aspects of conduct, market abuse, 
unauthorised trading and other 
issues in the same place. Essentially, 
it would collate the data and join up 
the dots to provide the narrative that 
these data points are telling. 

We need something more

Biosse Duplan agrees that attestation 
platforms currently constitute one 
of the weakest forms of control 
available to supervisors. Many banks 
are exploring how to move away 
from a rigid, task-based supervisory 
framework to one that is more 
fluid and reflects better the ever-
changing nature of the risk profile. 
For example, he says: “Some banks 
are now investigating the possibilities 
of reverse-stress testing and more 
scenario-driven analysis to assess 
levels of risk and the adequacy of 
supervisory controls.”

Ideally, the scope of supervision should 
be as flexible as it can be, adjusting 
to foreseeable near-terms risks, such 
as Brexit, with a new set of controls 
introduced as and when the situation 
changes, rather than relying on a 
system that is set in stone. Attestation 
portals, by their very nature, can 
become rigid and unresponsive to new 
demands and fresh risks.

Biosse Duplan concludes: “In my 
experience, the challenge with 
supervisory platforms concerns the 
nature of the data it is dealing with 
and getting the right supervisory 
controls in place, in addition to having 
the right set of quantitative metrics at 
control level.”

What level of functionality does your 
supervisory platform have? 

Do you have a dedicated supervisory 
dashboard? If so, how would you 
describe it?  

What level of functionality does your supervisory platform
have? 
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Source: 1LoD's 2018 Global Benchmarking Survey & Report 

Do you have a dedicated supervisory dashboard? If so, how
would you describe it?   
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Source: 1LoD's 2018 Global Benchmarking Survey & Report 

“Some banks are simply using a 
dynamic SharePoint, relying on a 
standardised library of risks and 
controls… and that works pretty well.” 

Gaspard Biosse Duplan, Anchura
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Any supervisor of a markets business 
at a bank, large or small, these days 
has to deal with a whole range of 
control functions that their recent 
predecessors would have thought 
both irksome and a waste of valuable 
time. Those days have, for better 
or worse, gone for good. But how 
much time should be spent on these 
supervisory duties is still very much a 
vexed and undecided question.

Many heads of front office supervision 
who sit in the first line of defence 
are unwilling to be drawn into giving 
precise and discrete answers to this 
question and, in fairness, there are a 
lot of variables to be considered. 

Big, complex, irregular

A key differentiating factor is the size 
and complexity of the business being 
supervised. The bigger the business, 
the more complex the risks, and the 
more time a supervisor is likely to be 
spending on controls. In, for example, 
a large rates business there is likely 
to be a government bond desk, a 
forward desk, a structured products 
desk, an options desk and perhaps an 
inflation desk. 

Within those various product lines, 
a flow desk would expect to see a 
relatively low percentage of cancelled 
trades and amended trades while 

a less vanilla business, like options, 
might expect to see more irregular 
trading patterns. These irregularities 
do not automatically suggest anything 
untoward; they are more often than 
not simply a function of the complexity 
of the product. But they must all be 
investigated and a bank that has more 
labyrinthine products will have to do 
more of this than a bank that doesn’t.  

Moreover, there is no one uniform 
model adopted by all. Banks define 
risk and what supervision should 
entail idiosyncratically. This will affect 
how much time a supervisor spends 
dealing with these issues. The more 
egregious breaches in conduct are 
unquestionably within the purview of a 
supervisor, but elsewhere it can get a 
little murky. The wider the bank throws 
the net, then the greater the time and 
energy it requires from the supervisor.

Of crucial importance in determining 
the amount of time the supervisor 
spends on control – and the 
usefulness of that time – is the 
quality of systems that can be 
brought to bear. Banks have thrown 
a lot of money at this in the past few 
years, but some have spent more 
than others and some systems are 
therefore much more comprehensive. 
The more sophisticated systems not 
only aggregate data but describe the 
connections between anomalies. 

Who has time for that?

Until a year or two ago, it was quite 
common for supervisors to receive 
a 30–40 page PowerPoint deck at 
the end of each month, in addition to 
hundreds of emails and lengthy reports 
on cancelled, amended or late trades. 
There would be literally thousands of 
pages to look through and this simply 
couldn’t be done with any degree of 
effectiveness. Now, the better banks 
are able to produce more granular data 
and join up the dots more. 

 “We can pinpoint the issues far better 
these days. We can tell a supervisor 
that the same person who missed 
training is the same person who 
booked late trades and is the same 
person who had expenses violations, 
for example,” says Chris Palmer, global 
head of front office supervision at JP 
Morgan in London. 

Things will also depend on how long 
a supervisor has been in the job. If it’s 
a new role, and the attestation forms 
have just been signed, then clearly it 
will behove him or her to spend longer 
on control tasks than it might do 
several weeks down the line. Getting 
one’s head around what is required in 
any new job is not a matter of hours, 
and this is even more the case when 
something as potentially calamitous 
as conduct risk is concerned.

Supervision - »
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Supervision - 

Finally, supervisors will spend longer 
on control on some days or during 
some periods than others. During 
market volatility, for example, risk 
limits will be breached more than 
during periods of stability. 

Let’s put a number on it

So, there are a lot of variables to be 
taken into account when pinpointing 
how much time should be spent. 
Nonetheless, some observers 
and front office specialists do feel 
confident enough to come up with a 

number. Unsurprisingly, consultants 
were the most forthright of all. Edward 
Sankey, head of operational risk at 
Larocourt Risk Management, feels 
that no more than 20% or so of a 
manager’s time should be taken up 
with supervision.

Any more than this, adds Sankey, 
and there’s something wrong with 
the business and something wrong 
with the people in it. “Everyone in the 
business should know what makes for 
good and compliant business and what 

makes for improper business. I would 
say that if it takes more than 25% of 
your time then something is wrong and 
controls aren’t embedded enough, and 
in fact I would say that a person at the 
top of a business unit should have to 
spend only 10%–15% of their time doing 
supervisory work,” he says.

Colin Lawrence, who is director of 
the consultancy Lawrence Risk and 
Financial, agrees that supervision 
should not take up more than 10%–
20% of a manager’s time, though 

Until a year or two ago, it was quite common for supervisors 
to receive a 30–40 page PowerPoint deck at the end of each 
month, in addition to hundreds of emails and lengthy reports 
on cancelled, amended or late trades. There would be literally 
thousands of pages to look through and this simply couldn’t 
be done with any degree of effectiveness. 

How long on average do supervisors 
spend on controls per week (hours)? 
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How much time should supervisors spend supervision? 

London

9.66%

48.61%

34.26%

7.47%

Less than 10% 10% - 30% 30% - 50% More than 50%

New York

26.40%

61.50%

6.60%

5.50%

Less than 10% 10% - 30% 30% - 50% More than 50%

Data taken from delegates at the 1LoD London and New York Summits 

he adds the important rider that it 
all depends on the size of the team 
in question, the complexity of the 
institution and the jurisdiction.  

Ian Mason, a legal director in the 
financial services regulatory team at law 
firm DLA Piper, who previously worked 
at the Financial Services Authority (FSA), 
the predecessor regulator to the FCA, 
suggests an average might be 30%, 
though on some weeks it could be less 
than 30% and on others it could be as 
high as 100% when a regulatory risk has 
crystallised. 

For JP Morgan’s Chris Palmer, a figure 
of 20% also seems reasonable, given 
the level of automation of processes 
and intelligent automation that the 
big banks enjoy. Three or four years 
ago, the figure would have been much 
higher, he adds.

Mandy DeFilippo, head of risk 
management for fixed income and 
commodities EMEA at Morgan 
Stanley, says that, on any given day 
or week, a trading supervisor could 
spend considerable time focusing 
on conduct and related issues. But 
this reflects a broader point that, in 
the current environment, many more 
situations are flagged for supervisors 
to review, as part of ongoing 
monitoring in the ordinary course, and 
also from day-to-day trading business.  

“For example, in the past, certain 
situations used to be dealt with 
as pure client relationship issues,” 
DeFilippo says. “In the current 
regulatory environment, with the focus 
on first line supervision and conduct, 
these same instances may be viewed 
internally as potential conduct-related 
situations, which a supervisor will need 
to know about and review in real time.”

How much time should supervisors spend supervision? 

London

9.66%

48.61%

34.26%

7.47%

Less than 10% 10% - 30% 30% - 50% More than 50%

New York

26.40%

61.50%

6.60%

5.50%

Less than 10% 10% - 30% 30% - 50% More than 50%

Data taken from delegates at the 1LoD London and New York Summits 

How much time should supervisors spend on supervision?
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We ask the audience

At the 1LoD conference in London 
in November, delegates were asked 
how much time supervisors should be 
spending on supervisory tasks. Some 
48.4% said that it should be between 
10% and 30%, while 34.4% said it 
should be between 30% and 50%. Just 
7.5% said it should be more than half 
their time, while 9.7% said it should be 
under 10%.

Meanwhile, at the 1LoD New York 
conference in April, the audience poll 
conducted during the event showed 
that a little more – 61.5% of delegates 
– agreed that between 10% and 25% of 
a supervisor’s time should be spent on 
control duties. Just over 26% said less 
than 10%, 6.6% said 25%–50% and 5.5% 
said over half their time.

Only a minority believe more than 50% 
of time should be spent supervising, 
and though it is difficult to achieve 
a consensus, most people seem to 
believe that something in the region 
of 25%–30% of time should be spent 
supervising. In a 60-hour week, that 
looks like around 15 hours a week.

But it is important to stress that a great 
deal depends on the variables. As Ruth 
Kemmer, global head of front office 
supervision at Nomura in London says: 
“At this point, helping supervisors to 
understand their responsibilities is a 
lot more beneficial than saying ‘you 
must spend X amount of time per day 
on this task.’ We need to avoid the 
notion that supervision is just about 
completing a set of tasks on a list. 
The idea that you’re done because 
you’ve ticked every box is not the right 
approach.”

Are supervisors required to formally attest and if so 
what is the frequency of the supervisory attestations? 

What is the minimum and maximum number 
of controls that the supervisors in your 
markets business need to sign off on?

What is the minimum and maximum number of 
controls that the supervisors in your markets 
business need to sign off on?
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Surveillance
Chapter V
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Greater use of technology is at the 
forefront of plans for every front office 
control function over the next year or 
two, but more effective surveillance 
systems are at the forefront of that 
forefront. They are seen as hugely 
important by everyone in non-financial 
risk management, and getting a 
more thorough, more comprehensive 
surveillance system that can better 
watch what needs to be watched is 
probably close to the top of every 
senior control officer’s wish list.

Surveillance comes in many shapes 
and sizes. There is trade surveillance, 
e-communications surveillance, voice 
surveillance, chat room surveillance, 
SMS surveillance, behavioural 
surveillance (accessing the office out 
of hours, for example) and the ultimate 
pot of gold at the end of the rainbow – 
the holistic surveillance solution.

To comply with regulations, banks 
have realised that surveillance 
systems are an indispensable tool. 
A supervisor of a business in the 
UK faced with the Senior Managers 
and Certification Regime (SM&CR), 
for example, wants to be as sure 
as possible that nothing is slipping 
through the net. The consequences 
under the SM&CR if anything is 
missed could be dire.

“Simple trade surveillance is not 
mandated by regulators, but banks 
are aware that if they don’t monitor, 
it could be the difference between 
being fined $10m and not being fined 
$10m,” says Russell Dinnage, head 
of the capital markets intelligence 
practice at consultancy GreySpark 
Partners in London. 

Conflicts of interest?

Trade surveillance may sit in the 1st 
line of defence, but it is very likely 
to sit in the 2nd line of defence as 
well. Where these different forms 
of surveillance reside exactly varies 
from bank to bank, and there are 
differing philosophies about what 
should go where.
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On the one hand, according to the 
now widely held belief that the 
business should own the risk, trade 
and market abuse surveillance should 
sit in the 1st line; on the other, this can 
create a conflict of interest. 

Todd Sullivan, head of risk 
management, fixed income, Americas 
at Morgan Stanley, explains the 
conundrum: “Surveillance sits in either 
the 2nd line or the 1st line according 
to proportion and type. It doesn’t sit 
in the 3rd line, but clearly the 3rd line 
is testing and validating what the 1st 
and 2nd lines are doing. There is also 
a view that market abuse surveillance 
needs more independent validation 
than specific trade level compliance 
surveillance. Simpler things like timely 
trade clearing are easier to do in the 
1st line without perception of conflict.”

In what appears to be the most 
common structure in banks, 
compliance will shoulder the biggest 
burden of surveillance and it is never 
left out of the picture, but some slices 
of the pie might be handed over to 
the 1st line as well.

Too many false positives

Having made these decisions, the 
problems for a bank are far from over. 

All those connected with the function 
say that whatever type of surveillance 
you’re looking at, the current systems 
throw up far too many red flags, all of 
which have to be investigated manually 
at the cost of far too many man hours. 
And the great majority of these red 
flags turn out to be entirely innocent. 

“Surveillance introduces false 
positives,” says Dinnage. “They 
are generated by what looks like 
misconduct or bad behaviour, but 
generally isn’t. Compliance spends as 
much time, headcount and budget 
responding to these alerts as they 
do on buying the solution in the first 
place. It’s a state of affairs no one is 
prepared to carry on with.” 

This is echoed time and time again 
by consultants who see these 
problems up close when they 
deal with tier one banks. Jonathan 
Frieder, compliance technology 
lead for Accenture’s North American 
regulatory compliance group, adds: 
“There are too many alerts. These 
alerts are based on rules and data or 
trade attributes, and they all trigger 
alerts to a supervisor’s dashboard.”

Yet front office control functions 
cannot ignore this tidal wave of 

“Surveillance introduces false positives. 
Compliance spends as much time, headcount 
and budget responding to these alerts as they 
do on buying the solution.” 

Russell Dinnage, GreySpark Partners
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data for fear of missing the real red 
flags – the undetected spoofing, 
manipulation, front-running or any of 
the myriad types of market abuse that 
have come to light in recent years.

Bring in the AI  

Banks hope that in the near 
future trade and communications 
surveillance systems will move from 
rigid rules-based systems to ones 
based on artificial intelligence (AI) and 
machine learning, so that systems will 
learn the difference between what 
looks like a suspicious trade and what 
is, in fact, a suspicious trade. 

Konstantinos Rizakos, global head of 
compliance and regulatory systems 
at Citigroup in New York, tells 1LoD: 
“With rules-based systems, there is 
always some sort of bias derived from 
the recent experience or expectations 
of the designers. With AI and machine 
learning approaches, that bias 

is removed, because real data is 
informing the logic.” 

Jeff Rosen, global markets chief 
operating officer for the Americas 
at Société Générale in New York, 
echoes these sentiments. “From a 1st 
line perspective, we want to move 
to surveillance that is less structured 
and more based on big data. That is 
where I would like to go, and I think 
that is becoming more common 
across the Street.”

But the industry isn’t there yet. Indeed, 
most surveillance vendors initially built 
their systems for security services like 
the UK’s MI6 and the CIA in the US, say 
consultants, so they’re not even ideally 
adapted for banking solutions. 

What the future holds

A completely holistic surveillance 
solution – one that will perform 
all functions, with sophisticated 

machine learning, and even produce 
reports for regulators to demonstrate 
the extent to which misconduct 
was observed and redressed, is 
just a distant dot on the horizon 
at the moment. The technology 
is undergoing a generational shift 
in sophistication, but this type of 
solution is at least three years away 
from fruition, if not closer to five, say 
most consultants. 

“We’ve a long way to go in terms of AI 
and machine learning sophistication,” 
concludes Dinnage. “It’s being tested 
in the trade surveillance space today, 
and they’re experimenting with what 
machine learning can do. But it will 
be years before we see a truly  
holistic solution.” 

“With rules-based systems, there 
is always some sort of bias derived 
from the recent experience or 
expectations of the designers.” 

Konstantinos Rizakos, Citigroup

What are the biggest challenges facing your surveillance
teams?

Business adoption and
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surveillance outputs

Aligning business priorities
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Accessing new technologies

Practically implementing
vendor solutions

Connecting disparate and
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Source: 1LoD's 2018 Global Benchmarking Survey & Report 

What are the biggest challenges 
facing your surveillance teams? 
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Chat room monitoring with HSBC

Perhaps mindful of the events that preceded the recent Libor fixing and foreign 
exchange front-running scandals, some banks have set up specific units to 
monitor chat room activity. James Tyrie, who is head of front office surveillance 
at HSBC in London, manages a group whose sole responsibility is looking at 
chat rooms. He reports to Kevin Sawle, who is chief control officer for the global 
markets business.

It has been in operation for two years, with a three-person team in London and 
a four-person team in Bangalore. The beauty of Tyrie’s group is that it operates 
as a scalpel rather than a broadsword. If a trading desk has any concerns, it 
can ask the unit to target specific desks, times, trades, people and words, and 
results are produced on a T+0 basis.

Tyrie explains: “A desk will come to us and say, ‘We want you to look at this 
trade or this client. We think these words will highlight any issue.’ We can 
create a lexicon and go in very quickly and see if there are any red flags. Our 
guys are not looking at thousands of conversations.” In this way, false positives 
are reduced.

The cross-asset unit also conducts random checks at various times. The bank 
has, of course, strict rules around chat room use. Multi-firm chat rooms are 
strictly forbidden, brokers are not allowed to join, traders below director level 
are obliged to invite a director to join the chat room after a certain designated 
time period has elapsed. ‘Inappropriate language’ is prohibited.

At the moment, only English and French are covered, but more languages are 
due to be included in the near future. For a bank that is in as many countries 
as HSBC, this is an important next step. Spanish, French, Portuguese, Mandarin 
and Arabic are next on the docket. 

Do you think surveillance should be conducted in both the
front office controls function and the compliance function in

the second line of defence, or one or the other?  

25%

5%

70%

The front office Compliance Both

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

Do you think surveillance should be 
conducted in both the front office 
controls function and the compliance 
function in the second line of defence, 
or one or the other?  

“From a 1st line perspective, we want 
to move to surveillance that is less 
structured and more based on big data.” 

Jeff Rosen, Société Générale
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Traditional trade surveillance is based 
on the generation of alerts that are 
triggered when a series of specific 
events breach designated rules. They 
are focused on particular markets, 
instruments or contracts. Nasdaq, 
however, has a wholly new approach, 
which complements traditional rules-
based surveillance: entity-based 
surveillance, which focuses on an 
individual trader or account.

The firm’s new module, called Lens, 
is part of its flagship SMARTS Trade 
Surveillance product, and was 
launched in January of this year after 
beta-testing in the second half of 2017 
with three major global investment 
banks and one high-frequency trading 
firm. It now has seven clients, with 
another three in the pipeline, and is 
used in both the first and second lines 
of defence.

Spotting their tells

Underpinning Lens is a novel ‘follow 
the money’ approach to trade 
surveillance. In other words, if the end 
result of a period of trading seems 
too good to be true and lies beyond 
the expected trading context, even if 
no rules have been breached, Lens 
will provide a wealth of detailed data 
about the trader in question.

“We decided to start focusing on 
the individual,” says Michael O’Brien, 
global head of product management 

for Nasdaq’s risk & surveillance 
solutions. “We look at how they 
normally trade, and their attributes, 
and we track where that behaviour 
changes in a significant way. Certain 
types of behaviours align themselves 
with particular types of abuse like 
insider trading or manipulation.” 

Lens is not designed to replace 
event-based surveillance, but to sit 
alongside it and offer a further and 
different line of enquiry for risk control 
professionals. The problem with event-
based surveillance is that while it is 
very good at spotting key occurrences 
usually found in market abuse, good 
actors are also skilled at finding ways 
of achieving their nefarious ends by 
different means. 

They will come up with methodologies 
that won’t necessarily be picked up. 
For example, they might be trading in 
such small amounts that it slips under 
the radar of traditional surveillance. 

Nasdaq stresses that there is nothing 
wrong or outrageous about dealers 
making money – that’s what they are 
there to do after all – but Lens does 
shed light when that outcome is allied 
to certain types of behaviour.

As Saker Asllan, principal product 
manager, risk & surveillance solutions, 
explains: “For example, with insider 
dealing on the basis of positive 
news, you will observe traders that 

View trader life 
through a Lens

»

Contributors to the article

Saker Asllan, 
principal product 
manager, risk 
& surveillance 
solutions, Nasdaq

Michael O’Brien, 
global head of product 
management, risk & 
surveillance solutions, 
Nasdaq

Nasdaq’s approach to trade surveillance trains its sights on traders in addition to 
events. Because if individual performance seems too good to be true, maybe it is.  
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will just buy, never sell. They’re very 
directional, and they rarely cancel 
orders. Their orders are aggressive, 
crossing the spread, and performance 
is obviously very good. So you track 
this behaviour alongside their historical 
behaviour and see if it is unusual.” 

Visible results

Using Lens effectively requires 
a new way of working for banks. 
Traditional event-based surveillance 
will generate alerts that clearly need 
to be examined. There are no alerts 
with this module – instead, tailored 
visualizations are created based on 
a vast wealth of information to easily 
identify outliers, which can then be 
further analyzed.

For example, control professionals at 
one firm using Lens have decided to 
spend the last half hour of every day 
reviewing the Lens outliers looking for 
red flags. As O’Brien says, this is not 
a job to give to a junior analyst. “You 
need someone experienced, someone 
who knows the market and knows 
what looks unusual. Someone who 
also has a sense of curiosity so that 
if they see something that looks a bit 
odd they will follow the breadcrumbs,” 
he says. 

But the proof of the pudding is in the 
eating. Another existing customer 
reports that it has launched one 

suspicious transactions report solely as 
a result of trading identified within the 
Lens module, which wasn’t identified 
by traditional alerts and which, in turn, 
led to a report to the regulator. This is 
what Nasdaq wants to achieve.

The rich data that Lens collates 
surrounding an individual trader, 
including details like average trade 
size, usual market sectors, when they 
usually trade, when they enter the 
order book, and whether they trade 
at the best bid or ask, generates a 
360-degree portrait. In it is contained 
all trades across all markets across all 
asset classes.

Thus, if traditional event-based alerts 
are generated, a compliance officer 
can turn to this portrait immediately, 
without spending hours collating 
additional information. In this way, Lens 
can operate hand in hand with existing 
surveillance methodology.

A glimpse into the future

At the moment, Lens is sold as a 
subscription-based package in 
addition to SMARTS Surveillance, but 
it can be fine-tuned to suit customer 
preferences. It is also not set in stone. 
Its development is ongoing, and if, 
for example, feedback from clients 
suggests that in an overwhelming 
majority of cases key types of 
behaviour suggest malfeasance of 
some kind, then appropriate alerts will 
be built into the package.

SMARTS Surveillance, Nasdaq’s 
award-winning market surveillance 
product, is used by 146 market 
participants, 50 marketplaces and 17 
regulatory authorities for day-to-day 
trade monitoring obligations. 

Lens represents a new approach to 
identifying trading risk and so has 
not yet been formally advocated by 
regulators, but O’Brien says they are 
coming around to the new ways of 
working and the different discovery-
based approach to monitoring that it 
embodies. “No-one yet foresees the 
day where rule/logic-based alerts will 
disappear. There are defined risks that 
dealers have to look for. Regulators 
want to see that, but they are getting 
more open to seeing that this is not 
the only way,” he says.

View trader life 
through a Lens

“With insider dealing on the basis of positive news, you will 
observe traders that will just buy, never sell. Their orders 
are aggressive, crossing the spread, and performance is 
obviously very good.” 

Saker Asllan, principal product manager,     
risk & surveillance solutions, Nasdaq

exPerT vieW
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1LoD Training Workshop
Tuesday 25 September 2018, London

Understanding 
Conduct Risk

w  www.1lod.com          e  enquiries@1lod.com              t  +44 (0) 207 112 4930

For further details and agenda please go to www.1lod.com/training

This one-day workshop is an essential training course for any front office control, compliance, operational risk or 
audit professional looking to better understand the nature of conduct risk and how to mitigate the risks arising.
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On 4 July, 1LoD welcomed more than 
30 of the most senior practitioners 
in compliance and front office 
surveillance to its inaugural Conduct 
Surveillance Briefing in London. 
Two debates were held, covering 
trade/conduct surveillance, and 
e-communications surveillance.

Discussions were introduced by 
Alan Lovell, CBE, managing director 
and global head of group regulatory 
surveillance at HSBC. Lovell spent 
26 years in the UK government 
focusing on counter-terrorism. In 
2003 he helped set up the UK’s first 
joint terrorism analysis centre, having 
been involved in the UK’s reaction to 
the 9/11 attacks in New York. He also 
contributed to securing the London 
Olympics and shaping the UK’s 
response to ISIL. After two years at 
HSBC, he has been able to synthesise 
some fascinating observations on 
the similarities faced by banks and 
governments when it comes to the 
core surveillance challenge.

Of these, a number of key 
insights stood out. Lovell believes 
organisations need to move away from 
unscalable and unaffordable rules-
based methodologies that require 
them to analyse everything and that 
generate useless false positives. 
As a consequence, regulators and 
audit must be taken on a journey to a 
metadata-based, behavioural analytics 
approach that can identify deviations 

from normal that may indicate illegal 
behaviour and intent. Lovell notes 
practitioners must take a risk-based 
approach, as well as centralising 
data and trying to understand the 
‘unknown knowns’ – the information 
the organisation has but doesn’t know 
it has. And we need for the 1st and 2nd 
lines to work seamlessly together and 
for institutions to share best practice 
with each other. These themes 
cropped up again and again in the 
discussions that followed. 

A new approach is needed

It was clear from the discussion that 
there is no definitive version of the 
roles of the 1st and 2nd lines, and that 
a distinction has to be drawn between 
the risk and technology issues 
around trade surveillance and those 
around e-comms. There was general 
agreement that the 1st line has been 
driven by specific failures, such as 
Libor or FX, to focus on specific issues 
– insider trading, price discovery 
etc. – without necessarily taking an 
enterprise-wide view. The 2nd line, on 
the other hand, has leaned towards 
regulatory compliance but in the 
process has built up an unsustainable 
cost base. 

There was also concern expressed 
that front office culture has still not 
changed sufficiently, because they 
are not responsible for their own 
surveillance and controls. The 1st line 

The tipping point 
for the three lines?

»

Contributors to the article

David Hesketh, 
chief operating 
officer, TradingHub

Adam Markson, 
managing director, 
Accenture

At 1LoD’s Conduct Surveillance Briefing, leaders from compliance and the front 
office took a deep dive into the impacts of current technology and culture on trade 
and e-comms surveillance. Conclusion? There is much work to do, and the industry 
must come together to effect real change. 

Tim Estes, 
president & founder, 
Digital Reasoning
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needs to understand and identify poor 
behaviour better and it can struggle to 
succeed in isolation.

As Adam Markson, managing director 
at Accenture, says: “What we need 
is a rebalancing of the 1st and 2nd 
lines. Ideally, the 1st line needs to take 
a more risk-based view of conduct 
surveillance holistically and should 
be focusing on a wider range of risks 
than those it has traditionally focused 
on, while assuming the 2nd line was 
taking care of them. The 2nd line is 
taking a more enterprise-wide view of 
risk but needs to refocus on policy and 
checking of the 1st line.”

This division of duties has been 
driven partly by the banks’ need to 
comply quickly. This has pushed an 
increasing amount of responsibility 
into the 1st line and created significant 
inconsistencies. A common conclusion 
was: We need to do things differently 
and the onus is on the industry 
to come up with new ideas and a 
different approach.

Battling with complexity 

Participants agreed that recent 
regulations have changed the game 
in terms of challenges, if not yet in 
culture. As TradingHub COO David 
Hesketh explains: “There has been a 
dramatic increase in complexity. Many 
behaviours that were previously not 
prohibited are now. For example, the 

Market Abuse Regulation (MAR) says 
that an attempt that fails is a behaviour 
that has to be tested. So if I try to spoof 
the market but I fail, it’s still illegal. And 
the number of asset classes included 
has increased. You have to monitor 
more behaviours across more asset 
classes. It’s simply not affordable to 
monitor everything, so the answer 
must be to look in a more complex 
way at these behaviours.”

How this can be done with better 
technology was a central topic of 
conversation. Bank systems are 
not designed for cross-product 
surveillance. Data is scattered across 
multiple silos. It is clear that in order 
to satisfy the spirit and letter of the 
regulations, legacy technologies 
are unsustainable and that newer, 
statistics-based RegTech solutions 
are more likely to be able to process 
the huge amounts of trade data 
necessary, and to carry out the 
metadata and behavioural analytics 
needed, to intelligently identify 
anomalies without generating millions 
of spurious alerts. 

Some participants were concerned 
that technology was looked at as a 
silver bullet, without the adoption of 
a risk-based approach and without 
a detailed analysis of the risks that 
were actually being faced. Others 
pointed out that the relative paucity 
of solutions left banks with a difficult 
choice between build-your-own and 

collaborating with each other and 
third-party providers. 

One issue identified by several 
participants was the continuing 
need to obtain senior sponsorship 
for commitment to control projects 
and getting different business lines 
involved in budgets. It was pointed out 
that in the area of trade surveillance 
at least, there was a potential for a 
positive P&L contribution; in analysing 
trader behaviours, surveillance 
solutions try to identify anomalies 
in which excess returns seem to be 
generated relative to risk taken and 
so on. Where these are not due to 
illegal behaviour, they represent 
opportunities for better profitability. So 
new trade surveillance technologies 
could help pay for themselves.

E-comms: a work in progress

In e-comms, it is clear that the 
challenges are just as complicated. 
The sheer volume of emails and voice 
calls, not to mention communications 
through unauthorised channels, 
is one problem. The other is the 
difficulty of extracting meaningful 
conclusions from those streams 
of (potentially disguised) natural 
language. Participants highlighted 
the failings of the simpler lexicon-
based solutions but were also realistic 
about the limitations of technologies 
such as NLP. Sharing of lexicons was 
discussed, along with more ambitious 

“So is technology by itself the answer? 
No. There is no point automating the 
existing system further.”
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ideas akin to shared utilities 
or other third-party tools. 

Again, the technology 
debate highlighted legacy 
solution failing. In AML 
transaction monitoring 
and in the lexical analysis 
for insider dealing, 
participants referred to 
systems generating 95% 
false positives. As one said: 
“So is technology by itself 
the answer? No. There is 
no point automating the 
existing system further.”

Instead the 1st and 2nd 
lines need to work together, 
seamlessly reinforcing each 
other with constant iterative 
and constructive feedback. 
As one participant put it: “It’s 
not easy, it’s not sexy, and I 
don’t think it’s reliant upon 
a single piece of shiny tech. 
It’s about real conversations 
among the right people.”

Many speakers referred 
back to Lovell’s experience 
in counter-terrorism when 
noting – if there is too much 
content to analyse, then 
you have to think about 
the metadata. It’s about 
extracting value from who is 
talking to whom, how they 
normally talk to each other, 
and when that changes. The 
banks therefore need to 
create a single, integrated 
effort that triages the most 
worrying information and 
constructs a coherent, 
person-centric view of what 
is going on. This approach 
is part organisational, part 
organisational culture, part 
data sourcing and collation, 
part data manipulation, part 
technical integration.

It means that the 1st and 
2nd lines must genuinely 
work together to collate, 
integrate and understand. 
And it also requires 
surveillance teams with 
the appropriate skills. This 
may well extend beyond 
core compliance skills, 
requiring a combination of 
compliance expertise, ex-
traders’ experience and true 
investigative experience.

Participants agreed that 
more detailed discussions 
on technology, data 
centralisation, and solution 
implementation were a 
must. And they agreed that it 
is up to the industry to show 
that new technology and 
methodologies can better 
address the risks of most 
concern to the regulators.

Collaborate and listen

Participants went on 
to confirm that more 
discussions of this kind were 
a crucial part of the cross-
industry collaboration that 
is required to get conduct, 
controls and surveillance 
right. As one put it: “We all 
need to share best practice, 
because failure by one 
means increased regulation 
on all. We have a moral 
obligation to collaborate but 
more than that we have an 
economic reason to.”

In technology it was clear 
that the potential exists for a 
number of initiatives around 
polling lexical data, sharing 
models and even some 
forms of third-party utility or 
joint venture to aggregate 
industry knowledge to 

improve solutions for all. 
Participants acknowledged 
the desirability of these, 
while noting the difficulties 
involved in creating them.  

Finally, it was clear that a 
lack of standardisation of 1st, 
2nd and 3rd lines of defence 
functions, the difficulties of 
adapting bank systems and 
processes to new standards 
of conduct surveillance, and 
the formidable technology 
issues around building a 
robust oversight and control 
framework will require a 
huge and continuing effort 
from the industry. This 
discussion is the first stage in 
what we hope will be viewed 
as an integral part of the 
ongoing effort to improve 
conduct and compliance 
processes throughout the 
banking industry. 

“We all need to 
share best practice, 
because failure 
by one means 
increased regulation 
on all. We have a 
moral obligation to 
collaborate but more 
than that we have an 
economic reason to.”
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Tom Hardin: When I was in the market, 
I communicated with everyone on AOL 
instant messaging (IM). That’s how I 
initially communicated with Roomy 
Khan. (Khan was twice convicted 
for insider trading and imprisoned 
for 12 months in 2013. Her evidence 
helped convict hedge fund owner 
Raj Rajaratnam.) One day she sent 
me the IM message: ‘I need to talk 
on the phone.’ That was a change in 
her behaviour. She had got a pre-
paid burner phone because she was 
getting paranoid. I spoke on my office 
land line, which wasn’t recorded.  

Tim Estes: I think today phone calls 
would be recorded, and the modern 
engines we have could transcribe a 
large volume of calls without issue. 
The models look for red flags, such 

as change of venue. For example, if 
you’re discussing a deal in Bloomberg 
chat and then a party says ‘WhatsApp’ 
or ‘coffee shop’, that’s a red flag. 

The legacy systems were based 
around key words but we’ve used 
thousands of examples of behaviour. 
Our models can run against 500,000 
sentences in a second, so you can 
dump literally hundreds of thousands 
of emails into it. It can identify 
behaviour that’s worrying but also that 
which is confusing. Models are very 
effective at flagging behaviour and 
you use these indicators to figure out 
if someone is heading for the red line 
before they cross it. A supervisor could 
then say: “Did you really mean to have 
that conversation?” How would that 
have been for you, Tom?

Hardin: When we spoke, we used 
acronyms like TYOP (Talk to You On 
the Phone). Khan called me with a tip 
six days before the deal happened. I 
do wonder if in those six days this had 
been flagged, then perhaps my boss 
might have fired me and the crime 
wouldn’t have happened. But at the 
time we didn’t use anything like that.

Estes: What might have happened if 
your boss had made an intervention of 
some kind?

Hardin: I probably would have tried 
to think on my feet in some way and 
come up with some excuse.  But it’s 
likely I would have been caught in a lie. 
It would have been tough to come up 
with a good excuse as I talked on IM 
about every stock. 

Catching a 
rogue trader

»

Contributors to the article

The following is a frank discussion between Tom Hardin, aka insider trading 
informant Tipper X, and Tim Estes, founder of software company Digital Reasoning. 
Tom offers an inside look at his thought processes and actions when he was 
illegally insider trading. Tim explains how his software would now attempt to 
forestall such behaviour.

Tim Estes, 
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Reasoning

Tom Hardin, 
insider trading 
informant “Tipper X”
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To be honest, I never considered 
the idea of being caught. If I had 
known my phone calls were being 
recorded, I probably still would have 
taken the calls. What do you do about 
conversations on burner phones?

Estes: Well, if the computer never sees 
the data, it can’t make a judgement. 
But it can make a judgement if 
time ranges are missing from a 
conversation. This is what I call ‘dark 
matter detection’. People going dark at 
regular intervals would trip it, too. They 
operate at that intersection between 
HR issues and compliance. 

Hardin: I got caught because the 
FBI were studying Raj Rajaratnam. 
(Rajaratnam, the founder of hedge 
fund Galleon, was found guilty of 14 
charges of conspiracy and securities 
fraud in 2011. He was sentenced to 11 
years imprisonment and fined $150m.) 
They were in his offices under the 
auspices of a regular examination and 
they found an IM from Roomy Khan. 
They recognised her name. 

Estes: My hunch is that models would 
have identified key language not just 
on the inbound tip to you but also 
when you relayed it to others, and 
then in the subsequent feedback. 
People say things like ‘Oh I get really 
excited about this’ after the trade. 
When people make money, they boast 
about it when they think they have got 

away with it – so now we have models 
that pick up boasting. But only after a 
certain set of incidents. 

Hardin: Yes! When the deal hit the 
tape, the guy I tipped IM-ed me 
with several exclamation marks and 
‘Thanks so much!’ 

Estes: We would have been saying: 
“Where did that come from?” It also 
picks up expressions like ‘’Thanks for 
doing me a solid.” Now, all this could 
have a perfectly innocent explanation, 
which is why the models are rarely in 
themselves a condition to take action. 
It’s the combination of key indicators 
that elevate a potential risk, and what 
we’re trying to do is to help people to 
know where to focus their attention in 
a sea of events, almost all of which are 
irrelevant to control functions.

Hardin:  By the third trade, Roomy 
asked for a cash payoff, so I called the 
friend I’d tipped off at this prop trading 
firm and said: “Can you get the money 
together?” That was when it escalated 
to explicit criminal conduct. The prop 
trading firm passed the hat around for 
me.

Estes: This is collusion. If the guys 
at the prop firm were talking about 
it, we’d have picked it up, of course. 
But the days may have passed when 
people are as blatant as that, and it’s 
more complicated now.

Hardin:  When the deal hit the tape, I 
got an endorphin rush. I did one more 
trade after the payoff. I’d like to say it 
stopped because I had some moral 
epiphany, but it wasn’t like that. The 
information stopped coming. 

Estes:  It would be remiss not to 
stress that if intentions show up in 
communications before people 
act, we provide an opportunity for 
someone to say: “What are you doing 
here?” at an early stage.  We would 
obviously like to catch them when 
they do something wrong, but also 
pick up the earliest signs of potential 
misconduct because maybe they’re 
not lost yet. Tom’s story could well 
have been different with a cautionary 
intervention.

“I’d like to say it stopped because I had some moral 
epiphany, but it wasn’t like that. The information 
stopped coming.” 

Tom Hardin

exPerT vieW
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Beyond markets 
& banking

Chapter VI
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The model for better front office 
controls was forged in the furnace 
of the sell-side of the financial 
industry. It was the major banks that 
generated the financial crisis and it 
was upon these firms that the ire of 
governments and regulators was first 
turned. But, other areas of financial 
services – asset managers, wealth 
managers, private banks, retail firms 
and brokers – can’t afford to think 
they can float under the radar screen. 

“Any asset manager that doesn’t see 
what is happening at banks – the 
proliferation of controls and the rise in 
the headcount associated with the 1st 
line of defence – would be badly out 
of step. Whether this translates into 
them doing something is a different 
question,” says a head of 1st line 
controls and assurance at a UK asset 
manager that has around £350bn 
assets under management.

Of course, the main impetus for 
doing something comes from the 
regulators. In the UK, the Senior 
Managers and Certification Regime 
(SM&CR) will be pushed out to a 
fresh batch of around 46,000 firms 
in financial services over the next 
year or so, and this will capture 
asset managers, large and small. 

Henceforth, senior managers will be 
responsible for conduct, and failures 
thereof will meet condign redress. 
They need the comfort that better 
front office controls can furnish.

Setting those boundaries

According to Nick Miller, head of 
asset management at the UK’s 
FCA, asset managers are monitored 
closely to see if they produce healthy 
results for their clients and also if 
they perform their role as market 
participants with due probity. 

There is also a great deal of regulatory 
attention upon best execution for 
clients; this is at the heart of MiFID II, 
for example. A too close and familiar 
relationship between the fund 
manager and the dealer could be 
inimical to that objective, and a lot 
of asset managers now realise that 
the two functions should be to some 
extent at arm’s length.

The fund managers should instruct 
the dealers on a purchase or sell order, 
but not tell them which banks, for 
example, should get the order. This is a 
major aspect of the direction the FCA is 
now giving to the asset management 
industry.

At the same time, however, there 
is greater internal pressure upon 
compliance to husband its resources 
more effectively, which often means, in 
effect, that functions are being passed 
down to the 1st line of defence.

“Second line risk and compliance 
leaders are having to respond to 
margin pressures like all other 
parts of asset management firms, 
where the challenge is in delivering 
efficient functions with evolving 
FCA expectations but without the 
ability to recruit headcount like the 
days of old,” says Ross Millar, EMEA 
investment management sector 
leader for the risk advisory practice 
at Deloitte. “There are a number of 
moving parts to consider, including 
pushing activities back into the 1st 
line of defence, which is itself starting 
to consider the creation of 1st line 
control teams and the application 
of more sophisticated surveillance 
platforms utilised across all three 
lines of defence.” 

But, in spite of these pressures, how 
many asset management firms have 
fully considered all of these moving 
parts across the operating model? 
Ross Millar is not sanguine. “In my 
experience, to date only a handful 
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of firms have a fully defined strategy 
that considers these components 
holistically,” he says. “There are those 
that have been thinking about it, but 
they’re going to have to do more 
in the next year or so as regulatory 
expectations and good industry 
practices around 1st line control 
teams continue to evolve further and 
in the lead up to the implementation 
of the SM&CR.”

Different strokes for non-banking 
folks 

Those asset managers and fund 
managers that have instituted 
thorough front office controls point 
out that the look of this function 
must be different to those at top 
banks because banks don’t hold 
a fiduciary responsibility. “The 
principles are the same, but the 
‘flavour’ of implementation is a little 
different,” explains James Relph, 
who is head of anti-financial crime 
transformation in DWS (formerly 
Deutsche Asset Management).

This also means asset managers are 
looking for different things in terms 
of breaches of conduct. There is, for 
example, greater emphasis on Know 
Your Client (KYC) procedures and 

being on the lookout for incidence 
of financial crime. The advantage, 
compared to an investment bank, is 
that asset managers are generally 
dealing with fewer and often smaller 
clients, and with products that are far 
less complex. Relph says: “We have 
far fewer clients and therefore have 
spent less on the changes we’ve put 
in place compared to the average 
tier one bank. But we are more 
nimble and agile in how quickly we 
can make changes.”

AT DBAM, there are perhaps 800 total 
personnel in coverage, and in the 
region of 120 or so supervisors sitting 
in the front office to monitor what’s 
going on. The ratio of supervisor to 
relationship manager is thus about 
one to six. These supervisors will 
monitor class classification, suitability 
and appropriateness of products, all 
of which has to be evidenced. The 
team also performs quarterly checks, 
and provides an audit trail that has to 
be visible to regulators.  

What should control look like?

Those asset managers that have 
begun the task of imposing front 
office controls have often put a 
considerable number of functions 

in the 2nd line, but that trend is 
beginning to be reversed. “The 1st 
line has historically delegated a lot 
of the KYC responsibility,” says Relph. 
“Now we have reminded all coverage 
staff of their obligation to understand 
the KYC risk of any client and a clear 
process to track compliance. If the 
business is happy to take the money, 
it has to know the risk. Staff need to 
know the anti-money laundering risk 
of a client and must apply this across 
the value chain.”

This ownership of client suitability 
also makes the business far less 
cavalier about signing on new clients 
than previously. In the past, the 
front office would tend to sign on 
new clients with abandon, knowing 
that the due diligence would be 
performed by compliance. If this 
new client didn’t generate much fee 
income, then they’d simply sign on 
some more. This is now less likely.

The focus upon financial crime and 
the principles of KYC evinced in the 
asset management space are echoed 
at Julius Baer, the Swiss private bank, 
which, at the end of 2017, had over 
CHF390bn (£299.9bn) assets under 
management. According to Eleanor 
Malcolm, chief risk officer at Julius 

“The challenge is in delivering 
efficient functions with evolving 
FCA expectations but without 
the ability to recruit headcount 
like the days of old.”

Ross Millar, Deloitte
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Baer in London, the control function 
closely scrutinizes both transactions 
and client activity.

It needs to know whether any 
prospective client has been correctly 
risk assessed for sources of wealth 
and whether there is any hint of 
money laundering. Beyond these 
initial checks, it will make sure the 
business has correctly identified 
client needs and his or her capacity 
to understand the investments and 
their risks that will be recommended. 
This falls under the category of 
‘suitability’ and this forms a major 
part of risk control in private banks. 
Above all, this must be clearly and 
comprehensively documented.

Knowing, and staying behind,  
the line

The front office control function in 
private banking goes by various 
names – relationship management, 
quality control or business risk 
supervision, for example – but it 
amounts to the same thing. It refers 
to the unit that sits alongside the 
bankers and is responsible for 
supervision. 

Julius Baer has built up this unit 
over the last four to five years, says 
Malcolm. “The structure is now 

reasonably common in the UK and 
USA, I’d say. Five or ten years ago, the 
industry model was focused on asset 
growth and fee preservation rather 
than client outcome, but of course 
this can lead to conflict of interest,” 
she adds.

Although interdealer brokers don’t 
hold positions for extended periods 
of time and, as a result carry far less 
market risk than a major bank, they 
are not immune to the great changes 
that are sweeping through the 
industry.

A chief risk officer for a leading 
brokerage in New York says: “The 
Libor scandal taught us we do have 
a fundamental role in execution. 
The great value of the broker model 
is anonymity, but with this comes 
responsibility. You have to know: 
this is the line. This is what you can 
say, this is what you can’t.” Although 
brokers do not submit Libor readings, 
evidence suggests that certain 
brokers conspired with favoured 
traders to nudge the setting in the 
desired direction.

No more steak dinners

The nascent 1st line of defence has 
been in place for about two years. It 
sits alongside the brokers, and, the 

risk office concedes, is still a work 
in progress. It uses the bank model 
as a template, and, until recently, 
the responsibility for operational 
risk in the front office fell to brokers 
themselves, or senior managers or 
the risk function itself. 

As ever, the particular role of the 
business in question within the financial 
services universe gives an idiosyncratic 
flavour to the role the control function 
performs. Interdealer brokers have 
a long and distinguished history of 
entertaining dealers on a Babylonian 
scale to furnish thanks for services 
rendered and to solicit more of the 
same. Those lavish days are over.

Travel and entertainment are now 
scrutinised very carefully. The 
purpose of the meeting with any 
banker has to be approved, the 
attendees and the venue for the 
meeting have to be approved, and 
there is a spending limit of $200 per 
head. After the event, full receipts 
and a report of the meeting has to 
be provided. No more $2,000 steak 
dinners at Sparks followed by the VIP 
room at Scores then.

These meetings also provide valuable 
intelligence for the risk function. If, 
for example, a client is taken out 
frequently but deals infrequently, 
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it’s a red flag that has to be checked 
out. Conversely, if a client is taken out 
a great deal and revenue with that 
client peaks, it’s another red flag.

The whole area of corporate 
hospitality has become such a 
minefield that some dealers now 
refuse to be taken out. At the same 
time, it is now not unknown for 
bankers to take brokers out for 
dinner as the market intelligence 
at such meetings flows both ways 
– a state of affairs that would have 
been occasioned blank stupefaction 
followed by undisguised derision 
from any New York bulge bracket 
trader some 20 years ago. 

Work still to do

There are 20 1st line supervisors in 
the global business at the broker, says 
the brokerage risk officer, who adds 
that this number will likely increase 
and that some of the functions will be 
covered by the 2nd line of defence. 

The 2nd line also reports to him, 
though it also has a matrix report to 
the head of business controls.

So, there’s something of a patchwork 
quilt in the financial services 
industry beyond the world of global 
investment banking. It’s fair to say that 
the front office control function is not 
nearly as advanced as it is in banking, 
and also that the model has to be 
tweaked to suit the exigencies of the 
particular business. But these are 
early days; things will change.

“We have reminded all coverage staff of their 
obligation to understand the Know Your Client 
risk of any client. If the business is happy to 
take the money, it has to know the risk.”

James Relph, DWS

“Five or ten years ago, the industry model 
was focused on asset growth and fee 
preservation rather than client outcome.” 

Eleanor Malcolm, Julius Baer
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There are some 1,600 asset 
management firms in the UK, and 
those expected to feel the greatest 
impact receive the attention of at 
least one dedicated supervisor. 
We also look across the asset 
management portfolio and analyse 
the areas that pose the most risk of 
harm to consumers and markets. 
So, in common with our general 
supervisory approach, we look 
at both individual firms and also 
individual portfolios.

But there are also three specific 
lenses we use, which are specific 
to the way we monitor the asset 
management business: 

1. Does the client’s needs come 
first?

First, we look at asset managers 
and their role as the agents of their 
customers. We examine whether they 
deliver results for their investors. We 
look to see if there is a good culture 
that produces positive outcomes for 
their clients, or, conversely, a reward 
system that encourages managers to, 
say, churn accounts and deliver results 
inimical to clients. Are the products 
described clearly, reasonably 
transparent and do they behave in a 
way that is reasonably predictable? 

We look at the conduct framework 
and examine how well is it embedded.

2. Do they do right by the market?

Secondly, we look at asset managers 
as market participants and see 
whether they fulfil their responsibility 
to uphold market integrity. Pre-
eminently, we look at how effectively 
they prevent financial crime and 
market abuse. We look at their 
systems and controls in this area and 
judge if they are robust enough.

3. Are they social stewards?

Thirdly, the FCA examines asset 
managers in their role as stewards. 
This involves things like seeing if 
they fulfil their promises with regard 
to socially responsible or green 
investment – which is increasingly 
important to some investors. Do 
they actually do what they claim to 
be doing? What is their investment 
philosophy, and do they deliver it?

In terms of standards of governance 
right now, there is a distribution. Very 
few firms are perfect and there are a 
few firms that, I regret to say, still don’t 
recognise the value of an appropriate 
culture and effective governance.

The SM&CR, when it rolls out to cover 
all financial firms in the UK, provides 
a really good opportunity for asset 
managers to review and reflect upon 
their governance arrangements. 
We are saying to the senior 
managers: ‘You are accountable, 
you are responsible, and you must 
demonstrate very clear lines of 
responsibility.’ 

A very necessary expense

Some people wonder if the SM&CR 
will work to the disadvantage of 
clients as the implementation of the 
necessary controls framework may 
be costly, but I reject this notion 
completely. I can never accept that 
good governance and clarity are 
not in the interests of customers. 
Moreover, it is only really expensive 
if standards of governance are poor 
right now, and if they’re poor right 
now then there is already a problem.

We, of course, talk to regulators in 
other regions all the time, not only 
in Europe but in the USA and the 
Asia-Pacific region. There’s a regular 
and consistent dialogue between 
global regulators and I think we’re all 
moving in a similar direction. I haven’t 
yet met a regulator who thinks poor 
governance is broadly acceptable. 

»
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What challenges lie ahead

If I were to identify the top two 
or three challenges for the asset 
management industry over the next 
year, the first item on that list would 
be the need for firms to constantly 
challenge themselves with regard 
to corporate culture. Complacency 
in this area has to be avoided at all 
costs. They must continually look 
at the motivations for poor culture 
and have a zero tolerance approach 
to breaches of good behaviour. The 

interests of clients should be at the 
heart of the business model. Diversity 
in all its form and an inclusive culture 
are key here.

I’m also concerned about the risks 
inherent in the rapid development 
of technology and the opportunities 
for cybercrime. Firms need to ensure 
that they are constantly renewing and 
refreshing controls to avoid breaches 
of security. You can’t just do this on 
an annual basis – it needs to be a 
continuous process.

Finally, there is a lot of outsourcing 
in the asset management business. 
Firms outsource to third parties a 
realm of different capacities, such 
as back office functions, custody, 
depositary duties and trading 
systems. We at the FCA do not 
have a view on the relative merits of 
outsourcing or retaining functions 
in-house. But we do say that 
accountability is entirely unchanged 
in either case. We expect firms to 
be continually overseeing their 
outsourced parties.

“SM&CR is only really expensive if standards of governance are poor 
right now, and if they’re poor right now then there is already a problem.” 

Nick Miller, FCA

“We are saying to the senior managers: ‘You are 
accountable, you are responsible, and you must 
demonstrate very clear lines of responsibility.’”

Nick Miller, FCA
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It should be stressed that the 
SM&CR is more than simple form 
filling. There are a number of facets, 
such as governance, structures 
and organisational issues, that 
must be addressed. Grant Thornton 
was heavily involved in Phase 1 
of the Regime, which included 
banks, building societies and credit 
unions, providing organisations with 
advisory, assurance and resource 
augmentation to help address the 
significant and complex components 
of the Regime. Grant Thornton is 
currently in discussion with a number 
of organisations caught within Phase 
2, which is due for implementation  
in 2019. 

Set on the path now

Although at the moment this timeline 
appears generous, the major lesson 
learnt from Phase 1 of the Regime was 
that “you can never start too early”. 
The extensive structural, governance 
and business practices that need to 
be reviewed, aligned and clarified 
across the senior management and 
certified populations require significant 
time investment. This will ensure the 
organisation structure is fit for purpose 
and individuals are aware of the 
Regime’s requirements and impact. 
This becomes even more complex 
when organisations have international 
operations – the Regime has no 
geographic borders.   

When we engage with organisations, 
we start by asking the simple questions 
such as ‘what do you do, and who 
is responsible?’. These questions 
force organisations to perform a root 
and branch review of their roles and 
responsibilities. This is what SM&CR 
is all about. At the end of the day, 
individuals will be held personally 
accountable and therefore need to 
know their precise responsibilities. 

Where firms have international 
linkages to subsidiaries or group 
head offices, reporting lines and 
organisational structures can bring 
in foreign individuals within the 
Regime. Dual reporting lines, both 
internationally and locally, can be 

A guiding hand 
through SM&CR

»
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a cause of confusion with regard to 
ultimate responsibility. 

Know the risks

This added complexity can be 
particularly contentious when it 
comes to strategy discussions and 
international programmes. These 
issues need to be addressed early in 
the Regime’s design to ensure that all 
captured individuals are cognisant of 
their responsibilities and outcomes 
if some egregious issue arises within 
their function. These outcomes can 
include remuneration clawback, 
unlimited fines and even jail terms.  

We have engaged with human 
resources and compliance functions 
to embed conduct rules and fitness 
assessments, as well as ensuring 
an appropriate communications/
training programme is rolled out 
across an organisation. The Regime 
requires the supporting infrastructure 
to include documentation retention 
capability for all captured individuals, 
e.g. qualifications, CVs, annual 
assessments, job descriptions and 
statements of responsibilities. 

Policies and procedures that capture 
the requirements of the Regime need 
to be re-written and communicated 
across the organisation.  

Nobody is out of bounds

SM&CR has an impact across the 
three lines of defence model in that it 
captures individuals from all of these 
lines. If an event takes place, a number 
of individuals may end up being 
associated, even tangentially.  Therefore, 
an effective three lines of defence 
model would have embedded controls 
and safeguards to provide the SM&CR 
population with an infrastructure on 
where they can place reliance. 

Some firms do have a chief controls 
officer (CCO) and delegated risks and 
controls teams within the various lines 
of defence to support their senior 
managers. Although this does provide 
an additional layer of control, these 
firms need to be clear about the roles 
and responsibilities of not only the CCO 
but also internal audit, operational risk 
and where applicable, Sarbanes Oxley 
frameworks. Duplicative testing is not 
necessarily a robust safeguard and 
value-added testing, by each function, 
should be the aim. Ultimately, this 
should enable the senior managers to 
gain comfort that effective controls are 
in place within their function. 

Our experience gained through the 
implementation of Phase 1, places 
Grant Thornton in a strong position to 
provide help and guidance in Phase 2, 
as firms attempt to address the various 
complexities of the Regime.  

Although at the moment this timeline 
appears generous, the major lesson 
learnt from Phase 1 of the Regime was 
that “you can never start too early”. 

exPerT vieW

About Grant Thornton

Grant Thornton has been at 
the heart of the initial rollout 
of the UK’s Senior Managers 
and Certification Regime. The 
independent advisory firm has 
provided advice and consultancy 
to financial services firms affected 
by the Regime. Phase two affects 
the 46,000 FCA, solo-regulated 
firms including asset managers, 
asset finance, hedge funds 
and security houses and Grant 
Thornton are well positioned 
to support and advise on the 
implementation.



88 »  1LoD’s 2018 Report – The 1LoD Global Benchmarking Survey & Annual Report www.1LoD.com/report-registration

Nasdaq wanted to deepen its footprint 
in the surveillance space and rise to 
the top of the league table of those 
firms offering buy-side solutions. 
So it acquired Sybenetix, a buy-
side behavioural analytics expert, 
in September 2017, and rolled out 
Nasdaq Buy-side Compliance. This 
product was recently awarded Most 
Disruptive Technology Solution in the 
2018 HFM US Technology Awards, 
recognising its ability to leverage 
powerful behavioural analysis 
technology to cut down investigation 
times, reduce false positives, and 
efficiently identify potentially abusive 
behaviour. Specifically tailored for 
asset managers and hedge funds, 
it is being used in US and European 
markets, and soon to be implemented 
in Australia.

1Lod sat in on a conversation between 
Nasdaq global head of buy-side 
solutions Taras Chaban and head of 
buy-side product management Paul 
Young. Both are ex-fund managers, 
and both came over to Nasdaq with the 
Sybenetix acquisition last September.

“We still work with people in 
compliance. You still need that 
human judgement.”

Taras Chaban: A compliance officer 
at a hedge fund recently said to me: 
“You make my job more interesting.” 
That’s the best praise we can get. 
Before they started using our buy-side 

surveillance solution, they had any 
number of legacy systems collating 
information from all different places, 
which the compliance officer had to 
sort through and allocate importance. 
A lot of this is still done manually, and 
these processes easily break down 
under pressure. 

With our system, the compliance 
officer doesn’t need to do any of this. 
All the right information is in the right 
place, under a modern, rules-based 
system. We also have what we call a 
heat score, which gives priority and 
draws the attention of the compliance 
officer to particularly interesting data 
points. We can isolate these points 
and also indicate if they’re unusual in 
the context of the past behaviour of a 
trader or account. This also gives the 
firm something that they can show  
to regulators. 

It’s not fully automated. We still work 
with people in compliance. You still 
need that human judgement. The 
system incorporates a video replay, 
so compliance can better understand 
the trade in question by watching the 
event as it unfolds in real time.

“It shows regulators that the 
firm is taking these matters very 
seriously.”

Paul Young: That’s right. Nasdaq Buy-
side Compliance drastically reduces 
compliance risk, but it brings more 
subtle, cultural benefits as well. It 

involves a shift of information and 
knowledge, so that compliance can 
now ask questions of the front office 
armed with powerful and unambiguous 
evidence. It creates a conversation of 
equals, which is really good for the 
internal dynamic of the firm.

It also gives the organization something 
concrete to show to investors. They 
have evidence of the steps they have 
taken to make shocks less likely, but 
also how they have fared since the 
solution was introduced. What was 
previously seen as a cost centre is now 
a powerful tool for sales.

Finally, it shows regulators that the 
firm is taking these matters very 
seriously and its reputation is better 
safeguarded.

“Sell-side bore the brunt of the 
political pressure. But it’s the turn 
of the buy-side now.”

Taras Chaban: The sell-side developed 
and bought surveillance systems 
before the buy-side. They are more 
heavily regulated, and the heat was on 
them first. They bore the brunt of the 
political pressure. But it’s the turn of 
the buy-side now. The roll-out of the 
Senior Manager’s Regime, for example, 
encompasses every financial services 
firm in the UK, and then there is the 
impact of MiFID II, MAR, and other 
global regulatory mandates to be 
considered as well. They need to get 
their house in order.

Your ultimate 
compliance companion
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To ask questions of the front office, compliance officers need to back up their 
honed human intuition for wrongdoing with strong evidence from rich, whole-
picture data. That’s where Nasdaq Buy-side Compliance comes in. 
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“The buy-side requires safe and 
liquid markets as well, but they are 
risk takers.”

Paul Young: It does require a different 
conceptual approach when you’re 
building a solution for the buy-side as 
opposed to the sell-side. They are two 
different types of market participants. 
The sell-side is not risk-holding – they 
pass on the risk. They come in and out 
of the market and offset trades almost 
immediately. They deal in high volumes 
and need safe, fewer liquid markets.

The buy-side requires safe and liquid 
markets as well, but they are risk 
takers. They take a position and don’t 
necessarily hedge it and hold it for 
a period of time. They deal in lower 
volumes but across more markets. 

So when you’re designing a system for 
the buy-side you need to focus upon 
the portfolio as a whole. You need 
the breadth of data covering a lot of 
extraneous detail and good information 
flows. You need to know, for example, 
whether a news release or earnings 

report was embargoed, and be aware 
of potential insider trading or front-
running scenarios. If not, you risk paying 
substantial fines and penalties, and 
suffering irreversible damage to your 
firm’s reputation. 

“We know everything about 
every individual, so compliance 
can concentrate on the most 
suspicious cases.”

Taras Chaban: Yes. If you’re a broker, 
you have only a partial view of events. 
If, for example, an asset manager sends 
an order for execution to a dealer, the 
dealer doesn’t know the full size of the 
order. When we deal with a buy-side 
firm, we get to see the whole picture 
for one organisation. We see all of their 
orders, all of their trades, all of their 
holdings, the fund inflows and outflows, 
and all their calendar items so we know 
who they meet and when. The data is 
much richer, and we can build fuller 
analysis. We know everything about 
every individual, so compliance can 
concentrate on the most suspicious 
cases. This really helps compliance.

One compliance officer said: “Nasdaq 
Buy-side Compliance is being used 
globally. This collaborative tool is 
setting a consistency of approach that’s 
enabling a new standard of workflow 
and reporting.”

But the system has to cope with 
more and richer data. This requires 
more complex models with more 
sophisticated analytics. There is 
increased coding and it poses a 
greater challenge.

“Broker dealers have a regulatory 
responsibility to watch accounts 
and report abnormal activity, but 
it’s challenging because they only 
see part of the picture.”

Paul Young: We also have to integrate 
our systems into the client back-end 
systems. We aim to make that as 
frictionless and seamless as possible.

One example of the difference 
between sell-side and buy-side 
systems is how much more difficult it 
is to spot front-running. Broker dealers 
have a regulatory responsibility to 
watch accounts and report abnormal 
activity, but it’s challenging because 
they only see part of the picture. We 
can do this for buy-side clients because 
we can see all the orders. From a 
regulatory perspective, there are 
different risks for different organisations. 

Your ultimate 
compliance companion

It also gives the organisation 
something concrete to show to 
investors. They have evidence of the 
steps they have taken to make shocks 
less likely, but also how they have fared 
since the solution was introduced. 
What was previously seen as a cost 
centre is now a powerful tool for sales.

exPerT vieW
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Technology
Chapter VII
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Ask any senior front office controls 
professional what will be the 
dominating theme of the next few 
years in their corner of the financial 
services industry and the answer is 
likely to be “technology”. Indeed, it 
has become something of a mantra 
among chief executives of big banks 
that these days they run ‘technology 
firms with financial services’ and it 
seems unlikely that this will change 
any time soon.

However, while it is doubtless true 
that the latest generation of digital 
machinery has made the task of 
supervisors in the 1st line of defence 
more possible, it is also true that this 
machinery has thrown up particular 
headaches of its own as well. 
Managing the front office systems 
and the data they spit out has 
become a major conundrum, and one 
that banks are currently a long way 
from solving.

Let’s get digital

Clearly, the great attraction of new 
generation technology to front 
office controls systems is that, when 
working well, it allows headcount 
to be reduced. The initial outlay on 
systems might be hefty, but, long-

term, there are significant savings in 
wages to be made. “There are a lot 
of cost savings that can be realised 
and absolutely must be realised,” 
says Russell Dinnage, head of the 
capital markets intelligence research 
practice at consultancy GreySpark 
Partners in London. 

Without new systems, supervisors in 
the front office would be unable to 
perform their functions effectively. As 
Konstantinos Rizakos, global head of 
compliance and regulatory systems 
at Citigroup in New York, says: 
“Mortgage servicers, for example, 
have a prescribed process with a set 
number of documents to review, so 
they’re not suffering an information 
overload. But the supervisor on a 
trading desk has an open spectrum 
of things to look at, so there’s no 
way he or she can manually pick 
out the problematic transaction or 
communication. They absolutely 
need technology or they’re looking 
for a needle in a haystack.”

Of course, banks are operating under 
considerable financial constraints 
these days, so every area of control 
that clamours for extra financial 
investment in systems doesn’t get 
it. Bankers and consultants agree 

that those areas that have to be in 
shape to comply with regulations or, 
even more pressingly, those areas 
that have to be in shape to comply 
with a regulatory enforcement order 
of some kind, receive priority. What 
regulators want continues to be the 
main driver. 

Too much of a good thing

Most supervisors at tier one banks 
have a dashboard, to which suspicious 
trades or communications are 
uploaded. In addition to user interfaces 
he or she will also rely, to a degree, on 
artificial intelligence systems to find 
anomalies in any pattern. But these 
systems are only useful to the extent 
that the data that is fed into them is 
reliable and manageable, and also to 
the extent that data they produce for 
consumption by the supervisor can be 
assimilated. And these are two areas 
that, at the moment, are often deficient. 

“There’s a limit to how much 
information you can process. Humans 
can only assimilate so much. There’s 
a huge problem with ranking,” says 
Rizakos. Russell Dinnage echoes 
this: “I get clients coming to me all 
the time who are not only drowning 
in data that their banks generate 

»

Contributors to the article

The good, the bad 
and the ugly

Front office systems are an essential tool in detecting suspicious 
activity and churn out huge amounts of data. But it’s quality not 
quantity that risk and control teams really need. 

Russell Dinnage, 
head, capital markets 
intelligence practice, 
GreySpark Partners

Scott Levine, 
director, financial 
services digital 
capital markets 
consulting, PwC

Sam Regan,  
global lead regulatory 
remediation and compliance 
transformation group,  
Accenture

Jonathan Frieder, 
compliance 
technology lead, 
North American 
regulatory group, 
Accenture

Konstantinos Rizakos,  
global head of compliance 
and regulatory systems,  
Citigroup
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internally but also in what clients 
are asking from them for regulatory 
reporting or compliance reporting. 
It’s the big challenge in investment 
banking and capital markets today.”

Machines have gotten better and 
better at producing lots of and lots of 

information; but banks are struggling 
to make sense of it all. They’re 
paddling hard to keep on top of the 
sea of information that is returned to 
them by ever-more comprehensive 
machinery.

Garbage in? Garbage out

Moreover, the quality of data 
produced is often traduced by the 
data digested. As Jonathan Frieder, 
compliance technology lead for the 
North American regulatory group at 
consultancy Accenture in New York, 
says: “If you put garbage in, you get 
garbage out. There are lots of hygiene 
issues banks are struggling with. 
There are big overarching governance 
and process considerations to be 
implemented before jumping into 
technology.”

The data needs to be accurately 
sourced and the mapping needs 
to be correct. Data from all areas of 

“Supervisors on a trading desk absolutely need 
technology or they’re looking for a needle in a 
haystack.” 

Konstantinos Rizakos, Citigroup

“Buying from a vendor ramps you up quickly, but given the 
complexity of each bank, you can’t just buy it, plug in and play. 
Nothing we have seen does this.” 

Russell Dinnage, GreySpark Partners

Respect the specialists

According to one senior risk officer 
at a major tier one firm, IT specialists 
are still not always justly respected 
within banks. In part, this is because 
technology has moved beyond the 
java era, during which a lot of people 
could understand the processes 
and principles, into one of fiendish 
complexity. Now you need to be 
specialist to get to the bottom of 
how the technology works.

Unfortunately, the increasing 
sophistication of the role and the 
greater level of expertise required 
has not led to a commensurate rise 
in professional acknowledgement 
afforded to the specialists, he says. 
Bankers continue to treat them like 
utility suppliers. 

“They are happy when it works and 
not happy when it doesn’t, and don’t 
want to know why. Technology 
has become like medicine in that 
you need to be a specialist to 
understand it. But doctors still get 
treated with respect and people 
don’t try to micromanage their 
prescriptions.” 

This lack of professional 
acknowledgement creates friction. 
Perhaps more worryingly, bankers 
still think they can understand the 
front office technology. “A lot of 
people in the business function 
do not appreciate the complexity. 
This is sometime dangerous 
because they make decisions they 
don’t understand,” the risk officer 
concludes. 

So, if CEOs of major banks are right 
and they do now run technology 
firms with some financial services 
thrown in, it seems they are still 
struggling to make sense of this new 
business model. 

How best describes the current state of your holistic
surveillance capabilities? 

0.00%

20.00%

65.00%

10.00%

5.00%

Supervisory controls only None of our controls are linked

Some of our controls are linked Most of our controls are linked

All our controls are linked

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

How best describes the current state of 
your holistic surveillance capabilities? 
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the bank needs to be selected with 
the same criteria and processes, 
otherwise the results will be useless. 
All has to be subject to rigorous data 
analysis. 

“There are always complaints from 
the 1st line of defence about the 
effectiveness of their tools, but this 
is a symptom of the problem,” adds 
Frieder. “Talk about the poor quality of 
tools is generally a leading indicator 
you’ve got a problem with the data.”

Scott Levine, a director at PwC in New 
York and part of the financial services 
digital capital markets consulting 
team, agrees. “It doesn’t matter what 
advanced technology a bank wants to 
use, it’s no good unless proper data 
management and governance are in 
place. There has to be a standardised 
taxonomy across the bank so the data 
can be complete and accurate for 
advanced technology to be applied.” 
This, even more pressingly than 
making decisions about the types of 
technology on offer, leads the list of 
important questions to be answered 
at leading banks.

Still early days

It might be assumed that most banks 
in the tier one space are at broadly 
the same stage of evolution with 
their systems and their management 
of data; this would be a false 
assumption. Technology consultants 
– who see the whole gamut of banks 
– agree that each institution is at a 
different stage of development than 
even its closest peers. 

Sam Regan, global lead for Accenture’s 
regulatory remediation and compliance 
transformation group in London, notes: 
“Even tier one firms vary. They’re at 
different stages of the journey. Some 
are very advanced and some have 
barely started yet because it hasn’t 
been their number one priority.”

“Talk about the poor quality of tools is generally a leading indicator 
you’ve got a problem with the data.” 

Jonathon Frieder, Accenture

Are you building the following technology systems
internally, using an external vendor or a combination of
both? 
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All banks face big decisions about 
whether to build technology in-house 
or buy from a vendor. Both routes 
have something to be said for them, 
but, according to consultants, it 
generally makes more sense to build 
in-house rather than buy off the shelf 
because every bank is different and 
one size does not fit all. Even those 
that do buy from a vendor generally 
then have to spend time customizing 
the product to suit the exigencies of 
their institution.

“We were dealing with eight banks 
that wanted dashboards,” says 
Dinnage. “Six built them in-house and 
two bought from vendors. In time, 
those who built seemed to be further 
along the line than those who bought. 
Buying from a vendor ramps you up 

quickly, but given the complexity of 
each bank, you can’t just buy it, plug 
in and play. Nothing we have seen 
does this.” 

So, banks have bigger and better 
computers than were dreamed of 
ten years ago. Without them, the task 
of a 1st line of defence supervisor 
would be nigh-on impossible, and, 
at some stage in the future, they will 
allow banks to make significant cost 
savings. But at the moment there are 
a great many growing pains. 

“The amount of data the market has 
access to far exceeds its ability to 
do anything useful with it. It’s the 
challenge of the era and one that 
is not resolvable any time soon,” 
concludes Dinnage. 

“Even tier one firms vary. 
They’re at different stages of 
the journey. Some are very 
advanced and some have 
barely started yet because 
it hasn’t been their number 
one priority.” 

Sam Regan, Accenture

 What best describes the technology supporting your
controls function?  

10.00%
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In the design phase In the build phase

Fully embedded and operating a Target Operating Model (TOM)

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

What best describes the technology 
supporting your controls function?
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It’s a bewildering new world out 
there, and understandably many 
firms seek the advice of others.  
Claire Lincoln-White is a co-founding 
partner of New Link Consulting, a 
management consultancy firm that 
provides a comprehensive portfolio 
of consultancy services to clients in 
financial services through their expert 
practitioners and industry expertise. 
Lincoln-White established New Link 
Consulting seven years ago and has 
experience in both consultancy and 
senior banking roles, with special skills 
in non-financial risk management. 

Lincoln-White recognises that 
all control functions are buffeted 
by the winds of change, whether 
through regulation, external events 
or an organisation’s appetite for 
risk. However, she believes that 
such functions should embrace the 
opportunities and challenges that 
nascent technology offers and must 
keep ahead of the change curve. 

“The control functions in the 1st line of 
defence need to be able to see where 
the emerging risks are coming from, 
rather than reacting after the event. 
New technologies can facilitate that. 
Artificial intelligence using predictive 
analytics is now commonplace and 
robots can perform roles in processing 
and operating controls that have 
previously been done by individuals.

Subtle and smart 

Controls won’t be underpinned by 
binary business rules in quite the same 
way going forward. For example, a 
firm might decide to implement a 
blunt rule to stop any payment over a 
certain size from automatically being 
processed because of the serious 
implications of error in a trade of 
that size. However, there are plenty 
of legitimate large transactions, so 
using a blunt business rule not only 
means applying an unsophisticated 
risk-based approach to managing 
the control environment, but also 
increases staffing levels to review 
every designated large payment.  

In contrast, machine learning 
establishes what looks like a ‘normal’ 
payment, so it only flags those that 
are identified as ‘abnormal’ before any 
payments are made. This provides 
a more sophisticated approach to 
operational risk management and an 
improved staffing efficiency.  

But this poses questions about how 
control functions will assess whether 
those controls are adequate and 
effective. Traditional testing and 
assessment methods are unlikely to 
work, so control functions need to think 
differently about the risks encountered 
and the mitigation of them.

Watching and learning

Surveillance techniques using 
technology solutions can also identify 
patterns of behaviour and are now 
increasingly being used not only by 
2nd line compliance functions, but 
also by control functions in the 1st 
line of defence, including those in 
operational and trading functions. 
For example, technology can quickly 
link data identifying a change in an 
individual’s trading behaviour to 
secondary events, such as change in 
the times when he or she comes into 
the office or social media activity, to 
identify potential collusion risk.   

Technology will help control functions 
predict dangers like this, so the firm 
need no longer accept them as an 
expected risk of doing business. 
Overall, the environment is much more 
data-rich than before, thus giving 
more opportunities to see trends and 
highlight abnormalities much faster.

Worthy investment 

Banks (some more than others) 
are spending millions annually on 
technology as they begin to see the 
long-term benefits. While the initial 
investment can be significant, it means 
that the firm can break the link, and 
cost, between changes in business 
and impact on human capital levels. 

A brave new world »

Contributor to the article

Claire Lincoln-White, 
managing partner, 
New Link Consulting

The technological tools at the front office control function’s disposal are 
improving rapidly. 1LoD asked Claire Lincoln-White of New Link Consulting: Are 
we doomed to a tech takeover or can we embrace such changes? 
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Operational risk management 
techniques have traditionally tended 
to look for scenarios to identify risk 
events but identifying what the next 
scenario will be is difficult. Banks need 
to harness technology to look for the 
abnormal without predefining what 
abnormal is. 

I think up to now the control functions 
in the 1st line have been under-
invested, but this is going to change. 
Banks need to keep up. Even the 
smaller firms will need to invest in 
more non-financial risk management 

technology, though they will be able 
to take less customized, off-the-shelf 
products because their operations are 
less complex.  

New recruits

There is still a need for people with risk 
management skills who understand 
controls, but I expect that banks will 
increasingly look to recruit people with 
significant technology skills in order 
to understand emerging risks, even 
outside of the technology functions 
themselves. 

Within this new world of risk 
management, there’s an excellent 
opportunity for banks, and in particular 
control functions, to attract exceptional 
individuals from both financial services 
as well as those from outside our 
industry. I think it’s much more exciting 
to look forward than backward, and 
this is the time for control functions 
to embrace the change and add 
increased value to the businesses they 
operate in.  

We’re far from doomed.”

“The control functions in the 1st line of defence 
need to be able to see where the emerging risks 
are coming from, rather than reacting after the 
event. New technologies can facilitate that.

Claire Lincoln-White, New Link Consulting

exPerT vieW
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The 1LoD product 
and service 
provider directory
The 1LoD directory provides practitioners working in control 
functions in the 1st line of defence a comprehensive guide to 
the leading technology and service providers to the sector.

The directory is a digital product so to view the most up to 
date version and read how the companies listed here are 
helping 1st line of defence control functions please visit  

www.1lod.com/directory
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Do you have a product or 
service relevant to practitioners 
working in control functions in 
the 1st line of defence? Listing is 
free for qualifying companies. 

To apply please contact 
john@1lod.com or 
call +44 (0)7957 473 223

BAE

BestX

Behavox

Blackout Technologies

Catelas

Corlytics

DbCom

Forcepoint

Insightful Technology

Microsoft

Mobilewatch

Neotas

NICE Actimize

Palantir

Quantexa

Red Box

StarCompliance

Symphony

Synechron

TradingHub

VENNCOMM

VoxSmart

Accenture

Amicus

Anchura

Deloitte

EY

GreySpark Partners

GD Financial Markets

KPMG

McKinsey & Company

Norton Rose Fulbright

Oliver Wyman

Parker Fitzgerald

Promontory

PwC

Red Team Thinking

Treliant

Hammond Partners

JSS-Search

Leathwaite

Robert Walters

Taybridge Associates

Company listings accurate at the time of going to print. 
To view the latest version visit www.1LoD.com/directory.
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Data Index 
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Data Index»

What is driving the expansion or reduction of the front office
controls function in your organisation?
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Senior management/board requirement

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

How has the mandate of the front office controls function
changed in the past 12 months and how will it change in
the future?
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What is driving the expansion or 
reduction of the front office controls 
function in your organisation?

How has the mandate of the front office 
controls function changed in the past 12 
months and how will it change in the future?
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In the next 24 months what levels of investment will your
organisation make in the following areas?
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In the next 24 months what level of investment will 
your organisation make in the following areas?
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Data Index»

How has the size of your front office controls team changed
in the past 12 months and how will it change in the next 12
months? 
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Where does the front office controls function report to?
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Head of markets

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

Which functions do you expect your front office control 
function to recruit talent from over the next 12 months? 

Which functions do you expect your front office control
function to recruit talent from over the next 12 months? 
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Source: 1LoD's 2018 Global Benchmarking Survey & Report 

Which functions do you expect your front office control
function to recruit talent from over the next 12 months? 

Audit Compliance Operational Risk Front office sales and trading

Front office COO Technology Regulatory

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

4%         20%            17%           15%

20%                    11%  13%

How has the size of your front office controls team 
changed in the past 12 months and how will it 
change in the next 12 months? 

Where does the front office controls function report to?



1LoD’s 2018 Report – The 1LoD Global Benchmarking Survey & Annual Report  ‹‹ 105www.1LoD.com/report-registration

Do you have an overall Chief Control officer who has
responsibility for multiple divisions in your business?

Yes No

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

What are the biggest barriers to delivering an effective
controls platform in your organisation? 

Technology not available

People's experience

Budget

Internal Politics

Data

0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0 4.5 5.0

Ba
rri

er
s

Average score given from respondents

(Average difficulty rating on a scale of 1 - 5 (1=not at all difficult, 5 Extremely

difficult) 

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

Who is responsible for performing the following tasks?

Both

Supervisory training

Control assurance testing

Incident management

Control surveillance and
monitoring

Control remediation /
implementation
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Percentage of total respondents

First Line

Supervisory training

Control assurance testing

Incident management

Control surveillance and
monitoring

Control remediation /
implementation
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Second Line

Supervisory training

Control assurance testing

Incident management

Control surveillance and
monitoring

Control remediation /
implementation
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Percentage of total respondents

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

Do you have an overall chief control officer who has 
responsibility for multiple divisions in your business? 

Who is responsible for performing the 

following tasks?

What are the biggest barriers to 
delivering an effective controls platform 
in your organisation? 
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Data Index»

Do you have a dedicated supervisory dashboard? If so, how
would you describe it?   

15.24%

60.00%

9.52%

10.48%

4.76%

Manual Semi-automated Fully-automated No Unsure

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

What level of functionality does your supervisory platform
have? 

36.00%

31.00%

19.00%

14.00%

It captures attestations It allows narration

It has a workflow to allow supervisors to escalate red flags

It links control data together i.e it 'joins the dots' across control inventory

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

How long on average do supervisors spend on controls per
week?

15+ hours

12 - 15 hours

8 - 12 hours

5 - 8 hours

3 - 5 hours

0 - 2 hours

0 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

H
ou

rs
 p

er
 w

ee
k

Percentage of total respondents

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

Are supervisors required to formally attest and if so what is
the frequency of the supervisory attestations? 

Unsure

Event Driven

Semi annual

Quarterly

Monthly

Weekly

Daily

No

0 5% 10% 15% 20% 25% 30%

Fr
eq

ue
nc

y

Percentage of respondents

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

What level of functionality does your 
supervisory platform have? 

Do you have a dedicated supervisory 
dashboard? If so, how would you describe it?  

How long on average do supervisors 
spend on controls per week (hours)? 

Are supervisors required to formally attest 
and if so what is the frequency of the 
supervisory attestations? 
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How much time should supervisors spend supervision? 

London

9.66%

48.61%

34.26%

7.47%

Less than 10% 10% - 30% 30% - 50% More than 50%

New York

26.40%

61.50%

6.60%

5.50%

Less than 10% 10% - 30% 30% - 50% More than 50%

Data taken from delegates at the 1LoD London and New York Summits 

What is the minimum and maximum number of 
controls that the supervisors in your markets 
business need to sign off on?

35
MAXIMUM NUMBER OF CONTROLS

5
MINIMUM NUMBER OF CONTROLS

7
MEAN ACROSS SURVEY

Do you think surveillance should be conducted in both the
front office controls function and the compliance function in

the second line of defence, or one or the other?  

25%

5%

70%

The front office Compliance Both

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

How much time should supervisors spend on 
supervision?

What is the minimum and maximum number 
of controls that the supervisors in your 
markets business need to sign off on?

Do you think surveillance should be 
conducted in both the front office 
controls function and the compliance 
function in the second line of defence, 
or one or the other?  
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Data Index»
Are you building the following technology systems
internally, using an external vendor or a combination of
both? 

External

Control MI Dashboard

RCSA Reporting

Control Testing Automation

Holistic surveillance

Behavioural surveillance
(Employee scorecard)

Voice surveillance

SMS surveillance

Chat room surveillance

Email surveillance

Trade surveillance

Supervisory attestation
platform
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Internal

Control MI Dashboard

RCSA Reporting

Control Testing Automation

Holistic surveillance

Behavioural surveillance
(Employee scorecard)

Voice surveillance

SMS surveillance

Chat room surveillance

Email surveillance

Trade surveillance

Supervisory attestation
platform
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Combination

Control MI Dashboard

RCSA Reporting

Control Testing Automation

Holistic surveillance

Behavioural surveillance
(Employee scorecard)

Voice surveillance

SMS surveillance

Chat room surveillance

Email surveillance

Trade surveillance

Supervisory attestation
platform
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N/A

Control MI Dashboard

RCSA Reporting

Control Testing Automation

Holistic surveillance

Behavioural surveillance
(Employee scorecard)

Voice surveillance

SMS surveillance

Chat room surveillance

Email surveillance

Trade surveillance

Supervisory attestation
platform

0 20% 40% 60% 80% 100%

Te
ch

no
lo

gy
 S

ys
te

m
s

Percentage of total respondents

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

What are the biggest challenges facing your surveillance
teams?

Business adoption and
sponsorship

Understanding and actioning
surveillance outputs

Aligning business priorities
and budget

Accessing new technologies

Practically implementing
vendor solutions

Connecting disparate and
legacy data and systems

Accessing and managing data

0 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Ch
al
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ng

es

Percentage of respondents

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

Which of the following surveillance functions are conducted
in your 1st line, front office control function?

Holistic Surveillance

Behavioural surveillance
(Door card entry, employee

scorecard etc)

Voice surveillance

SMS surveillance

Chat room suveillance

Email surveillance

Trade Surveillance
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Percentage of respondents

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

What are the biggest challenges 
facing your surveillance teams? 

Which of the following surveillance control 
functions are conducted in your 1st line, front 
office control function?

Are you building the following technology 
systems internally, using an external vendor or a 
combination of both? 
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Are you building the following technology systems
internally, using an external vendor or a combination of
both? 

External

Control MI Dashboard

RCSA Reporting

Control Testing Automation

Holistic surveillance

Behavioural surveillance
(Employee scorecard)

Voice surveillance

SMS surveillance

Chat room surveillance

Email surveillance

Trade surveillance

Supervisory attestation
platform
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Internal

Control MI Dashboard

RCSA Reporting

Control Testing Automation

Holistic surveillance

Behavioural surveillance
(Employee scorecard)

Voice surveillance

SMS surveillance

Chat room surveillance

Email surveillance

Trade surveillance

Supervisory attestation
platform
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Combination

Control MI Dashboard

RCSA Reporting

Control Testing Automation

Holistic surveillance

Behavioural surveillance
(Employee scorecard)

Voice surveillance

SMS surveillance

Chat room surveillance

Email surveillance

Trade surveillance

Supervisory attestation
platform
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N/A

Control MI Dashboard

RCSA Reporting

Control Testing Automation

Holistic surveillance

Behavioural surveillance
(Employee scorecard)

Voice surveillance

SMS surveillance

Chat room surveillance

Email surveillance

Trade surveillance

Supervisory attestation
platform
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Percentage of total respondents

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

 What best describes the technology supporting your
controls function?  

10.00%

60.00%

30.00%

In the design phase In the build phase

Fully embedded and operating a Target Operating Model (TOM)

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

How best describes the current state of your holistic
surveillance capabilities? 

0.00%

20.00%

65.00%

10.00%

5.00%

Supervisory controls only None of our controls are linked

Some of our controls are linked Most of our controls are linked

All our controls are linked

Source: 1LoD's 2018 Global Benchmarking Survey & Report 

How best describes the current state of 
your holistic surveillance capabilities? 

What best describes the technology 
supporting your controls function?
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1LoD would like to thank all 
sponsors and contributors 
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1LoD provides the highest quality intelligence for risk & control 
professionals across the three lines of defence in financial 

institutions globally. It delivers this information via conferences, 
training, reports and other media. 

w  www.1lod.com          e  enquiries@1lod.com              t  +44 (0) 207 112 4930

1LoD Ltd
1 Poultry 
London
EC2R 8EJ
United Kingdom
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FOLLOW THE MONEY
… AND THEN THE BREADCRUMBS

SMARTS TRADE SURVEILLANCE

SMARTS Trade Surveillance is introducing a new entity focused view of trading behavior to 

uncover potential trading and regulatory risk – the SMARTS Trade Surveillance Lens module.

The Lens module integrates signals from multiple data sources to identify specific traders  

or accounts that may be more likely to engage in manipulative activity, with a particular focus 

on identifying extreme trading out-performance (or under-performance).

To learn more about how SMARTS Surveillance solutions can help your business  

gain market transparency, visit business.nasdaq.com/tech/surveillance

Nasdaq SMARTS Surveillance | Re-imagining Surveillance

Contact us: MarketTech@nasdaq.com


