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WannaCry Ransomware (WanaCrypt0r) is the biggest ransomware outbreak in history, affecting over 200,000 
systems in more than 150 countries, leveraging a vulnerability that Microsoft (MS17-010) patched back in 
April 2017. Grant Thornton can advise your business on how to avoid becoming a target and advise on next 
steps if  you are already affected. 

Businesses should be looking to resist, rather than submit to, the demands of  cyber-criminals. Paying the 
ransom simply increases the likelihood of  future attacks. As the nature of  the cyber threat continues to 
evolve, a strong culture of  risk management must be embedded across any business, coupled with suitably 
robust preventative measures to ensure organisations are ‘breach ready’. By having this culture in place and by 
sharing experiences, firms stand a better chance of  emerging from attacks with their finances and their 
reputation intact.

WannaCry Ransomware

The image below shows the top known recent 
botnet attacks:

Here are WanaCrypt0r incidents since Friday 12th

May:

How widespread is it?

How we can help
If  you have been affected or are concerned about this ransomware, it is worth considering the following:

• If  you have been breached, do not pay the ransom

o There is no guarantee that after the payment, the files will be returned

o There is also no guarantee that the ransomware will be fully removed, leading to potential future 
ransoms

• Perform regular backups of  all critical information to limit the impact of  data or system loss and to help 
expedite the recovery process. Ideally, this data should be kept on a separate device and backups should 
be stored offline

• Maintain up-to-date anti-virus software

• Keep your operating system and software up-to-date with the latest patches

• Do not follow unsolicited web links in emails

o Phishing attacks are the number one way for ransomware to affect systems from the internet

• Use caution when opening email attachments 
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How can we help?

Vulnerability scanning

We offer vulnerabilities assessments to minimise the risk of  a cyber attack. A vulnerability assessment can 
evaluate how susceptible your business is to the WannaCry ransomware and evaluates the operational 
effectiveness of  IT security controls. This assessment simulates what a person with a malicious motive 
could attempt to achieve and offers a full report to explain the findings and the implications. 

Incident management

Our cyber incident management team can help minimise business disruption if  you have been affected. 
Each incident will have unique challenges and our experienced cyber response team has the necessary 
breadth of  skills to support your business recovery. 

Our services include:

• Incident and crisis management programme assessments, development and improvement

• Incident and breach support services

• Cyber-crime investigations, evidence preservation and gathering services

• Incident root cause analysis reviews and reporting

• Staff  training and awareness

• Incident response exercising, testing and war gaming

• Cyber essentials review
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